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Exchanges:

Huobi.com (2)
Bittrex.com
Poloniex.com
BTC-e.com (output) (old)
Luno.com
LocalBitcoins.com (old)
Bitstamp.net (old)
MercadoBitcoin.com.br
Cryptsy.com (old)
Bitcoin.de (old)

Cex.io

BtcTrade.com
YoBit.net

OKCoin.com (2)
BTCC.com (old) (old2)
BX.in.th

HitBtc.com (old)
Kraken.com
MaiCoin.com

Bter.com (old) (old2) (old3) (cold)
Hashnest.com
AnxPro.com

BitBay.net
CoinSpot.com.au
Bleutrade.com
Bitfinex.com (old) (old2)
Matbea.com

Bit-x.com

VirWoX.com
Paxful.com
BitBargain.co.uk
SpectroCoin.com
CoinHako.com
Cavirtex.com

Pools:

BTCCPool

SlushPool.com (old) (old2)
GHash.io

AntPool.com (old) (old2)
BitMinter.com
EclipseMC.com (old) (old2) (old3)
KnCMiner.com

Bitfury.org

BW.com

Eligius.st

Kano.is (old)

Telco214

Top wallets

Services/others:

Xapo.com

CoinPayments.net

Cubits.com

BitPay.com (old) (old2) (old3)
Cryptonator.com (old)

BitoEX.com

HaoBTC.com

Cryptopay.me (old)

AlphaBayMarket (old)

NucleusMarket

BitcoinFog

CoinJar.com

HolyTransaction.com

HelixMixer (old) (old2) (old3) (old4) (old5)
(old6) (old7) (old8) (old9) (old10) (old11)
(old12) (old13) (old14) (old15) (old16)
(old17) (old18) (old19) (old20) (old21)
(old22) (old23) (old24) (old25) (old26)
(old27) (0ld28) (old29) (old30) (old31)
(old32) (old33) (old34)

BTCJam.com (old) (old2)
CoinKite.com

MoonBit.co.in

BitcoinWallet.com

FaucetBOX.com

OkLink.com

Purse.io

ePay.info

Loanbase.com

GermanPlazaMarket

Bitbond.com

Paymium.com

StrongCoin.com-fee
CryptoStocks.com

CoinApult.com (old)

5hicT

Gambling:

SatoshiDice.com (original)
LuckyB.it (chatbot)
BitZillions.com
999Dice.com
CoinGaming.io
PrimeDice.com (old) (old2) (old3) (old4)
CloudBet.com
SatoshiMines.com
NitrogenSports.eu
SecondsTrade.com
PocketDice.io
FortuneJack.com

Rollin.io

BitZino.com
BitcoinVideoCasino.com (old) (old2)
Betcoin.ag (old)
SatoshiBet.com
YABTCL.com
SafeDice.com
Coinroll.com
Crypto-Games.net
Betcoin.tm

SwCPoker.eu
SatoshiRoulette.com
BTCOracle.com
Peerbet.org
AnoniBet.com
Satoshi-Karoshi.com (old)
777Coin.com

BitStarz.com
SatoshiCircle.com
Coinichiwa.com
CoinRoyale.com (old) (old2)
BetMoose.com

Old/historic:

AgoraMarket
BetcoinDice.tm
SilkRoadMarketplace
DeepBit.net
SilkRoad2Market
EvolutionMarket
Instawallet.org
UpDown.BT
AbraxasMarket
MintPal.com
SealsWithClubs.eu
PandoraOpenMarket
MiddleEarthMarketplace
BtcDice.com
McxNOW.com
SheepMarketplace
DiceOnCrack.com
BlackBankMarket
BTCGuild.com
Coin-Swap.net
BlueSkyMarketplace
Justcoin.com
PinballCoin.com
Inputs.io

BitAces.me (old)
AllCoin.com
Bitcoin-24.com (old) (old-hotwallet)
Betcoins.net
Bitcoin-Roulette.com
Bitmit.net
Cryptorush.in
Leancy.com
Coin.mx
Crypto-Trade.com

walletexplore.com[3]
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BLOCKCHAIN.COM &g Os4vT3 YLYTyT
N\yia  733519df431ccOfeae18ede704c146dabeae70cabe311a15¢22d0... @ 2019-06-29 18:04
1HC7]9d7sdYXKWL2t7M7bzpUanUtahfiy 0.00350000BTC & 1LBF8Nxa35rRNLZAQFYQggRMDRVbKaFk6  ,0.00096997 BTC &
35WMWWEUZ77bNf2dxHL77WrWYpkACUhRQF 4 0.00216764 BTC &
B 0.00036239 BTC 0.00313761 BTC

(162.507 sat/B - 40.627 sat/WU - 223 bytes)

PSY1LY)—VDEEISEHTH S



FTITHFR

 Toward De-Anonymizing Bitcoin
by Mapping Users Location [1]

» ISR 2 DOHEEZAWE
Bitcoin1—Y D51 LY —VEHED#EE [2]

[1] J. Dupont, A. C. Squicciarini,
"Toward De-Anonymizing Bitcoin by Mapping Users Location”, In Proceedings of Conderence on Data and Application Security and Privacy(CODASPY’ 15), pp.139-141,
ACM, 2015.

[2]#HEFE, KHEEX, 35,
"EHERS | RS OB & UL /Bitcoin T —H D 4 A LY —VEBHEOHE", IFRULEFLE 81 BE2E KR, pp.3 481-3 482, 2019.
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m517—4 (walletexplorer[3])

Txid 6f57e323ef80248000637cde04c87ff1714f6eca89d41b84a26dfba0914daal7

Included in block 614656 (pos 1188)

Time 2020-01-26 17:40:38

Sender ] BTC-e.com

Fee 0.00001591 BTC (0.83 satoshis/byte)

Size 1912 bytes

inputs: 12 (0.02378858 BTC)  unique addresses: 12, tions: 12 outputs: 1 (0.02377267 BTC)

0. 3NouHN7q6YuBXdcvFKJCB8n2Eyyx2ZXe4w  0.00001063

2. 1CjZ2585AG8Jv24cH5AMBacmvw2YVNoBUS  0.01361266
3. 38jwm1csPs9BKtVM3yXXTa5CiNtuwQwgkZ  0.00001836
4. 3BnWRhsLX6fzqXukq8HGF 1XExkF65cJsWC  0.00002323
5. 1FhHZGiyPDTqSx1aZHQB6mVfIX7VnCZjSP  0.00005888 ... ... ..
6. 12LXGakSsMDcLqoJVKAAGsiQmxLAVMFAHu 0.00896146 BTC prev. tx

0. 38EpBrnQJwPvyBWAL5WK8bp6sPQ3PB4KLU  [013baec425] 0.02377267 BTC
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94 L\‘}‘—‘/!’EE.’EE% (—EB)
B L wine Uicin Utcuxi |k BRI

oneCoin 1922 876

ﬁi& AnxPro +8 -7 326265 122166
YvHAKR—=Il  CoinHako +8 +10 136698 20588
A BX.in.th +7 +7 323191 48571
(2 Coinomat +2 +1 14688 5481
FII—Y Ccedk +1 0 2645 1040
1¥YR Coinmate 0 0 43402 5297
1¥UR Exmo 0 +1 90813 8430
7299 FoxBit -3 -4 91641 3670
71V i#E BlockTrades -5 -5 52426 27748
FPXYAN EmpoEXx -7 +1 2688 741
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