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MiningPool 98 24,876
2% 4,049 149,790
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Bitcointalk 77 65 63
BitcoinATM 99 91 16 45 22 40
Darkweb 98 93 6 49 9 36
Exchange 85 80 79
MiningPool 92 70 65
245 81 49 39

14



)7 R L X1E

=

;% *ﬁ

&4

1E | KERTGR

Exchangedl—YH (&

IEAEER - EEER - BREEN

7 R ZDOHEEREER HBE I D>TLD
QREARFE(CKDIERESR - BEX - BIRRZTEH

Bitcointalk 77 65 63
BitcoinATM 99 91 16 45 22 40

Darkweb 98 93 6 49 9 36
Exchange 85 80 79
MiningPool 92 70 65

24k 81 49 39

15




TFEFED 7 R LU AETETFE

Bitcointalk 1—H
BRI TmEZ U\ (11277 RLRX)
FULHEFEULRET RLZAENDEHBZU\($I88%)

FRAD T N L ADHETEFERD—HI

BitcoinATM  Darkweb  MiningPool Bitcointalk BitcoinATM  Darkweb Exchange
L] E ] E L] 11—y -y 1Y 1Y
pig:

BitcoinATM 3& 0 0 0 1 0 0 0 1
Darkweb E#& 0 0 0 8 0 0 0 8
MiningPool ¥%& 0 0 2 19 8 0 0 29
Bitcointalk 1—Y | IEf# 0 0 0 633 31 0 53 717
BitcoinATM 1—Y 0 0 0 16 119 0 1 136
Darkweb J1—Y 0 0 0 12 3 2 3 20
Exchange 1—Y 0 0 0 56 9 0 239 304
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mean_tx_send <= 0.483
gini = 0.267
samples = 1258
value = [0, 16, 1, 1069, 25, 19, 128]
class = BitcoinTalk_User

min_input_address <= 44.5
gini = 0.575
samples = 2834
value = [2, 18, 69, 1674, 316, 47, 708]
class = BitcoinTalk_User

Tm:/

rate_S1 <= 0.336
gini =
samples = 2437
value = [2, 18, 69, 1615, 315, 47, 371]
class = BitcoinTalk_User

0.52

s

N\

reuse_input_address <= 187.5
gini = 0.371
samples = 1548
value = [0, 16, 2, 1198, 39, 31, 262]
class = BitcoinTalk_User

mean_output_address <= 2.108
gini = 0.663
samples = 889
value = [2, 2, 67, 417, 276, 16, 109]
class = BitcoinTalk_User
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gini = 0.585
samples = 290
value = [0, O, 1, 129, 14, 12, 134]
class = Exchange_User

gini = 0.52
samples = 426
value = [1, 1, 20, 126, 266, 7, 5]
class = ATM_User

gini = 0.543
samples = 463
value = [1, 1, 47, 291, 10, 9, 104]
class = BitcoinTalk_User

gini = 0.452
samples = 292
value = [0, 4, 0, 201, 4, 4, 79]
class = BitcoinTalk_User

mean_input_address <= 13.673
gini = 0.189
samples = 966
value = [0, 12, 1, 868, 21, 15, 49]
class = BitcoinTalk_User

N

gini = 0.139
samples = 604
value = [0, 8, 0, 560, 13, 11, 12]
class = BitcoinTalk_User

gini = 0.265
samples = 362

value = [0, 4, 1, 308, 8,
class = BitcoinTalk_User

4, 37]
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mean_tx_send <= 0.483
gini = 0.267
samples = 1258
value = [0, 16, 1, 1069, 25, 19, 128]
class = BitcoinTalk_User

min_input_address <= 44.5
gini = 0.575
samples = 2834
value = [2, 18, 69, 1674, 316, 47, 708]
class = BitcoinTalk_User

False

rate_S1 <= 0.336
gini =
samples = 2437
value = [2, 18, 69, 1615, 315, 47, 371]
class = BitcoinTalk_User

0.52
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reuse_input_address <= 187.5
gini = 0.371
samples = 1548
value = [0, 16, 2, 1198, 39, 31, 262]
class = BitcoinTalk_User

mean_output_address <= 2.108
gini = 0.663
samples = 889
value = [2, 2, 67, 417, 276, 16, 109]
class = BitcoinTalk_User
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gini = 0.585
samples = 290
value = [0, O, 1, 129, 14, 12, 134]
class = Exchange_User

gini = 0.52
samples = 426
value = [1, 1, 20, 126, 266, 7, 5]
class = ATM_User

gini = 0.543
samples = 463
value = [1, 1, 47, 291, 10, 9, 104]
class = BitcoinTalk_User

gini = 0.452
samples = 292
value = [0, 4, 0, 201, 4, 4, 79]
class = BitcoinTalk_User

mean_input_address <= 13.673
gini = 0.189
samples = 966
value = [0, 12, 1, 868, 21, 15, 49]
class = BitcoinTalk_User

N

gini = 0.139
samples = 604
value = [0, 8, 0, 560, 13, 11, 12]
class = BitcoinTalk_User

gini = 0.265
samples = 362
value = [0, 4, 1, 308, 8, 4, 37]

class = BitcoinTalk_User
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FIR& E19 =/ rhRYE =K R =
BitcoinATM 3£& 1 1 1 1 0
Darkweb 3% 1.9 1 1 17 3.2
MiningPool ¥#& 1 1 1 1 0
Bitcointalk 1—H 7 1 1 676 40.1
BitcoinATM 1—Y 1.3 1 1 112 5.2
Darkweb 1—Y 1.7 1 1 12 2.3
Exchange 1—Y 137.9 1 10.5 662 190
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min_input_address <= 44.5
gini = 0.575
samples = 2834
value = [2, 18, 69, 1674, 316, 47, 708]
class = BitcoinTalk_User

Tm:/ False

rate_S1 <= 0.336
gini = 0.52
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samples = 2437
value = [2, 18, 69, 1615, 315, 47, 371]
class = BitcoinTalk_User

N

mean_tx_send <= 0.483
gini = 0.267
samples = 1258
value = [0, 16, 1, 1069, 25, 19, 128]
class = BitcoinTalk_User

reuse_input_address <= 187.5
gini = 0.371
samples = 1548
value = [0, 16, 2, 1198, 39, 31, 262]
class = BitcoinTalk_User

mean_output_address <= 2.108
gini = 0.663
samples = 889
value = [2, 2, 67, 417, 276, 16, 109]
class = BitcoinTalk_User
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gini = 0.585
samples = 290
value = [0, O, 1, 129, 14, 12, 134]
class = Exchange_User

gini = 0.52
samples = 426

value = [, 1, 20, 126, 266, 7, 5]
class = ATM_User

gini = 0.543
samples = 463
value = [1, 1, 47, 291, 10, 9, 104]
class = BitcoinTalk_User

gini = 0.452
samples = 292
value = [0, 4, 0, 201, 4, 4, 79]
class = BitcoinTalk_User

mean_input_address <= 13.673
gini = 0.189
samples = 966
value = [0, 12, 1, 868, 21, 15, 49]
class = BitcoinTalk_User

N

gini = 0.139
samples = 604
value = [0, 8, 0, 560, 13, 11, 12]
class = BitcoinTalk_User

gini = 0.265
samples = 362

value = [0, 4, 1, 308, 8, 4, 37]
class = BitcoinTalk_User
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IEfZZR (Accuracy)

s FAIDNEUMNDTZED | £

True Positive + True Negative

Accuracy = . » . .
y True Positive + False Positive + False Negative + True Negative

B|tc<|\)n|nAT Darkweb MlnlnlgPoo Bitcointalk BitcoinAT Darkweb  Exchange

1—Y ; 1—Y 11—y

E S|

E S| &

BitcoinATM 3%#& 0 0 0 1 0 0 0 1
Darkweb £#& 0 0 0 8 0 0 0 8
MiningPool ¥%& 0 0 2 19 8 0 0 29
Bitcointalk 1—Y | sz 0 0 0 633 31 0 53 717
;iteoinATM a— 0 0 0 16 119 0 1 136
Darkweb 1—Y 0 0 0 12 3 2 3 20
Exchange 1—Y 0 0 0 56 9 0 239 304




