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Abstract: Crypto-currency such as Bitcoin suggests a use of one-time address for the privacy enhancement.
However, it is not clear how much risk Bitcoin re-used addresses has when the transaction history is observed.
When a Bitcoin address is reused, no one estimates a risk of privacy leakage. Our study tries to solve this
problem. We collected several bitcoin addresses, classified into a bulletin board system, a mining pool and
so on, and extracted the four features based on the transaction structures. The experimental results reveal
the relationship between the transaction histories and the probability to identify addresses using the Jaccard

distance.
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