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FE102H 4 FRSTHA + (85%) 23 Evilginx 12 & % AiTM KEBIZx L CTHESS T H 2 AlREM: 2 45
FLTW3., ZhonHEFNE, MFAZEALTWTH AITM BEICE DERXAE 2 Z e &R L
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Z 2T, R TIE, AITM WENE—DFREE NA R T 22T TRL, Ly a Yy ID 25
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Y RIZBIT 5 2024 FEE ¥ 2025 FEED MFA B KN OELEFTHET 5. FE L MFA /530 (SMS,
TOTP %) ZHMRe LT, AITM XBIINF 2 H—u /4 ViitEB kUt v > a > ID iR 2
LM T 5.
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RAF =X, FIDO2 / WebAuthn[4] 2L LTE D, FHENS 7 7LALTWE KX L Ve,
RAF—DFITEINT FAAL UHPREBIZ—H LTV BRI 2 HATH 2. ZORE
WD, 7493 YA FTRIELW R A AL V—EDHIES, MBI & 2 B0 INBENETX
NRNWD, RRAFXF =X 7 4y OV TR L TEVWIMEEET 2 STV 5S.
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PEEUIDOT ey Y a VEEHRT 37D —RINCRITIN @A T TH 5. KEM7 Cookie
WHBH/HATIE, 04 VTR ="\ RT LIkt y>ayID %, 2—HD 7 7HIZ Cookie
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FLCur 4 VIREEERTES. o, £y aryID OFHRIERRLF2 YTV AT L
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h7aV | HA FXA > % P32 |SMS | phone| Email| TOTP(F8 |®H 7|+ ¥ 2V |4 {&|PIN Ty ai@
Foalk call AE7 V) |7V T4 % —|FEE |a—-F A (PC R
(USB) < 7R)
Backup Dropbox https://www. |7X VA (O O |- - O - O O |10 VAN
and Sync dropbox. com/
icloud(AppleID) |https://www. |7 X VA |O O - - - O O - A
icloud.com/
Files.com https://www. |7 XV H|O O |- - @) - O - O -
files.com/
Evernote https:// 72XV H |0 - - - - - - - -
evernote.com/
firestroage https:// HA - - - - - - - - - -
firestorage.
e/
infinicloud https:// HA - - - - - - - - - -
infini-cloud.
net/
CommunicatidiNE https: HA - - - - - O - - - -
//line.me/ja/
Chatwork https://go. |HA O - - - - - - - -
chatwork. com/
Discord https:// 72XV H |0 O |- - A O - O -
discord.com/
slack https: 7A U |O - O - - - - - -
//slack.com/
zoom https: 72X 4|0 - - O - O - - -
//zoom.us/
miro https: 72XV %10 - - - O - - - - -
//miro.com/
pixiv https://www. |HA @) - - - O - ©) - O -
pixiv.net/
INRFIZH A S |nttps:// HA @) - - © O - - - - -
syosetu. com/
studio https: HAR - - - - - - - - - -
//studio.
design/
Canva https://www. |A—Z KO - - - - O -
canva.com/ 7297
Adobe https://www. |7 XAV H|O - O O O -
adobe.com/
Developer |unity https: 72XV %10 - - - - - - - -
//unity.com/
readme https: PANES O - - - - - - - -
//readme.com/
openAl https: 72XV H 10 - - - - - - - -
//openai.com/
Github https: 72X 5|0 O |- - O O o |0 -
//github.com/
Monaca https:// HA - - - - - - - - - -
monaca.mobi/
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Qiita https: HA
//qiita.com/

zenn https: HA
//zenn.dev/

Domains |Crazy Domains |https://www. | —A b
crazydomains. |7 U7
com

101domains https://www. |7 XU H
101domain.
com/

namecheap https://www. |7 XU %
namecheap.
com/

47 K770 |https://blog. | HAR
livedoor.com/

EntertainméNetflix https://www. |7 XU A
netflix.com/

DAZN https://www. |4 F¥VUX
dazn.com/

Twitch https://wuw. [T XU
twitch.tv/

Spotify https://www. |[A YV z—
spotify.com/ |7 ¥

DMM https://www. |HA
dmm. com/

Iy —E7 |https://www. |HAE
cmoa. jp/

SHOWROOM |https://www. |HZA
showroom-1live
com/

TwII4T https:// HA
booklive. jp/

Food wolt https: a4
//wolt.com/ |V F

UberEats https://www. |7 XU %
ubereats.com/

Starbucks https://www. |7 X VU7
starbucks.
com/

firnm https:// HA
tabelog.com/

cookpad https:// HA
cookpad.com/

Gaming VRChat https: TRAUT
//hello.
vrchat.com/

Nvidia https://www. |7 XU %
nvidia.com/
Electronic Arts |https: TRAUT

//www.ea.com/
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Nintendo https://www. |HA
nintendo.com/
KONAMI https://www. |HA
konamistyle.
jp/mypage/
login.php
CAPCOM https://www. |HA
capcom.co.jp/
gamewith https:// HA
gamewith. jp/
Hosting/VP¥XnownHost https://www. |7 X VU7
knownhost .
com/
PlanetHoster https://www. |HFX
planethoster.
com/en
T B A YR =% |https://www. |HAE
v b sakura.ad.jp/
ConoHa https://www. |HA
conoha. jp/
Hotels and |[NH Hotels https://www. |ARA YV
Accommo- nh-hotels.
dations com/
MUNT https://www. |RFAY
trivago.com/
Hotels.com https://www. |7 XU %
hotels.com/
—fK https://www. |HA
ikyu.com/
7R https://www. |HA
airtrip.jp/
HIS https://www. |HA
his-j.com/
Default.aspx
ToT Xiaomi https: M
//www.mi.com/
IFTTT https: TRXU T
//ifttt.com/
Nature https://www. |HA
nature.com/
TOLIGO https://www. |HA
toligo.jp/
Payments |paypal https://www. [T X U7
paypal.com/
Stripe https: TRAUT
//stripe.
com/en-jp
paypay 7 7'V  |https:// HA

paypay.ne.jp/
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Vpass

https://www.
smbc-card.
com/

HA

MIXI M

https:
//m.mixi.com/

HA

Retail

Amazon

https://www.
amazon.com/

TXAUH

ZARA

https://www.
zara.com/

ARA Y

R

https://www.
rakuten.co.

jp/

HA

zozotown

https:
//zo0zo. jp/

HA

minne

https:
//minne.com/

HA

Yahoo! JAPAN

https://www.
yahoo.co.jp/

HA

Security

Norton

https:
//norton.com/

TAYUH

DNSFilter

https://www.
dnsfilter.
com/

TXAUH

o O O O

Malwarebytes

https://my.
malwarebytes.
com/

TXAYUH

Trend Micro

https://www.
trendmicro.
com/ja_jp/
forHome.html

HA

V=T A b

https://wuw.
sourcenext.
com/

HA

Social

X

https://x.com

TXAXYUT

instagram

https://www.
instagram.
com/

TXAYUH

O|O

0|0

facebook

https://www.
facebook. com/

TXAYUT

TikTok

https://www.
tiktok.com/

I

LinkedIn

https://www.
linkedin.com/

TXAYUT

Reddit

https://wuw.
reddit.com/

TXAYUH

yay

https:
//yay .space/

HA

o O O O O

o O O 0O O

Wantedly

https://www.
wantedly.com/

HA
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mixi https: HA -
//mixi. jp/
Cloud DigitalOcean https://www. |7 X VU7 |-
Computing digitalocean.
com/
Heroku https://www. |7X VA (O
heroku.com/
Education |udemy https://www. |7 XV H|O
udemy . com/
Task Man- |Nifty https:// 7AY A0
agement niftypm.com/
Universities| Oh-o! Meiji https: HA O
//oh-02.
meiji.ac.jp/
VPN Cyberghost https://www. [JL—<=|-
Providers cyberghostvpn.,”
com/
other Y Z)—Fh https://www. |HA O
recruit.co.jp
<A ¥ https://job. |HZAE O
mynavi.jp/
one career https://www. |HA -
onecareer. jp/
GMO https:// HA O
point.gmo. jp/
Mercari https://jp- HAR -
mercari.com/
au(au ID) https://id. HA
auone. jp/
docomo(d 747 |https: HA
) //id.smt.
docomo.ne. jp/
Google https://www. |7 XV H|O
google.co.jp/
Microsoft https://www. |7X VA (O
microsoft.
com/
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NTT &2V 714 I %8, “Cyber Security Report 2022”7, 2022. https://jp.security.ntt/
resources/cyber_security_report/CSR_202209.pdf

Microsoft, “Microsoft Digital Defense Report 2024 ”, 2024. https://cdn-dynmedia-1.microsoft.
com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/
Microsoft%20Digital’%20Defense’20Report’%202024%20(1) . pdf

KHEMA, IS, “ 2FA 24 (23 2 HRIEFERE Y — )L Evilginx 12X 2 7 4y > ¥ VREO BRI
M7, EBULEEARE 87 MIEE AR, %S 12E-04, 2025.

Passkey Central, “Introduction to Passkeys — Phishing Resistance, "https://www.passkeycentral.
org/introduction-to-passkeys/passkey-security#phishing-resistance

e-Words, “tv> 2> ID &1%”, https://e-words. jp/w/hE3%82%BBALE3%83%83%E3%82%B7%E3%83%AT%
E3%83%B3ID.html
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DIVRBRDERE

Al EC®IC

HAEROFERE 2 i [1] TH 2 0EEBICIE. SIERPHEREIER 23 HD2Z . Saito HIZ ko
T, HDL-a L A7 0 — UEADEEORERICEHEG LT 5 Z e L TV [5].

Z ZTARIFETIE,. "R 7 RFEL > TEALEINZE Yy 77— X2 IEAT 3. EORTHEED
RERICHELKIZTOERIR{EZITS, Hio, BAYEZHRINCRIET 2 X512, N AT 77 =&
MUTTIANY—BH e I C THFHEIIZZ 7R 4 e MEL, BEBEICE S Y X< 4 XL R
RYR 2] Z2BALET =R 2ER L. BYRXT 4 7 RAARETIMZHEE SR, AV FALDANNLVRT 7
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A2 B

A2.1 ANIWRTTT—2DOHEE

NIV 7 F—&ZI12iE 2014 £ 4 H~2021 £ 9 A FTOREZHOF—XpGE@HIhTwd. AEBRT
34 FEFE (BEERME 24 RESE - ELBUE 10 ) OZBRH L. 1048576 0T —X BT 52205
b 780 LAVDERICBE L TWB. AMEER. HDL 21 25—, LDL 2L ZX57u—/b, y-GT &
AR R THIE . GOT(AST). GPT(ALT) ZEAESOLEETHE A TWS. HINEK
4ed10-medium-code’ IZIVEEREZRBEBLTWAANIZ 1. ZRLHDOANIF 0 ICEHRE L. 2 A1 ISDVEE
¥ AW LTz icd-10 o — FO—EE/RT. K7 — XOFIHLE GEGHE) OMFIEEZR A2 ITRT.

# A.1: ICD-10 a2 — RIZE I DVEER DD FE

a—F% e

A30-A49 Z Ot DA MR E
100-102 AV v~ T
110-115 0 I P 92 R
120-125 J M DR R
126-128 i Do FE e O i i B
130-152 Z DB DR
M30-M36 4 B VRS & rH R PR

010-016 | #EHR, MM OPEL & < I2BU 2 7F#HE,
7o A R O s i PR
030-048 | AR M IR BEE S 2 BHA S 7 M NI
TRS N2 D E
Q20-Q28 TEBRERDIERFTIE
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® A2 THEZRBOME &

Bt ¥ KRR S | B/ IME | HP O E | R
height 158.9 9.01| 123.9| 158.1|] 191.7
weight 58.4 11.58] 27.2| 57.1| 1379
fukui 83.4 9.70| 55.0/ 83.0] 121.0
chusei-shibou-kashi|116.0 74.90| 21.0| 97.0]{1514.0
hdl-kashi 64.1 16.98| 24.0/ 62.0] 141.0
1dl-kashi 122.0 30.19| 30.0| 121.0| 252.0
got-shigai 24.0 10.39 9.0 22.0| 197.0
gpt-shigai 21.4 13.67 4.0 18.0| 232.0
gamma-gt-kashi | 34.1 43.82 5.0 22.0| 845.0
age 65.4 8.86| 18.0|/ 68.0| 85.0

A.2.2 REAE

NIV 7 F—ZND, 33 ZEEHAZE. ‘dcd10-medium-code’ Z HNZEH Y Li-a PR T5 4v Z[HlIE
EFAEMET S, $F R E¥E XL LDPGEE : 579X/ 4 X, BEE : S v & <4 X
LRAKRYR)BHD, RLO2FEDETVEIERL, HER - BEHE - F1 Xa7o 3EEZFNT 5.
EAMEEHIET 2107 — X OER - KE - SRICEL CWERBEREO M EZK A1~ A3 1R,
AI~X A3 REODOIHMOBEEEI VR, HOIWIBREEIZ .

A.2.3 #ER

EFEER A4 ITRT. RALIDDEEROREREIMERN, av2A7e— Ul Z NF2EEMATVS
o, B2 2 EHBS TR EHE LTV A0 ERZIF2H 27T KAL KA RVEROR
BHEI—EDIN—TEERLTVEHERT. RA3 X c ITEX2BEDENERT.

# A3 K
€ |HER|HBEE| F
JLT—& | 0.998| 0.999]0.999
0.869| 0.932(0.900
0.990| 0.995(0.993
10 0.998| 0.999(0.999
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K A4 [ERER

ESHE MIRER| P |4 v X

const -13.612{0.000|  0.000

HE (cm) 0.053/0.000{  1.055

RE (kg) -0.021/0.167|  0.979

BMI (kg/m?) 0.116|0.003 1.122

HEFH (cm) -0.025/0.000|  0.975

HERERA (mg/dl) -0.002/0.000  0.998

HDL 2L 271 —/L (mg/dl) -0.014/0.000|  0.986
LDL 2L 25 1 —)l (mg/dl) -0.004/0.000|  0.996
GOT(AST)(U/T) 0.014(0.000|  1.014
GPT(ALT)(U/T) -0.004/0.043|  0.996
y-GT(y-GTP)(U/T) -0.003/0.000|  0.997
REfEE L ~L -0.228/0.000  0.796

MEZ T 23 A K 0.005/0.907|  1.005

A YR YEHZMFEE T 5E0ERK]  0.170/0.012)  1.185
AVATR—LE T 2EDHE 0.534(0.000|  1.706
i 2E v o i R o> A -0.809(0.000|  0.445
MR O e R D fi -0.286(0.000|  0.751
1BEDBEARIFINTENTOE 0.295/0.136 1.343
72X Z OfEH R -0.186/0.001|  0.830

REZA L -0.0990.042|  0.906

B E 0.373(0.000|  1.453

BATEE -0.103]0.009|  0.902

il 0.619/0.000 1.858
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A.2.4 EE

BRI BWT, DIEHEOREREDLD 2 NI DVERORERPMEL RZ A 0h 5. R AL BZEEDNTRE
BRICKEREELZRIFLTVEWI EARLTWS. —H T, A3 XY BELKREN—~EDHAED
TDOANDPDVREEREL TV ARHEL DL L. ZOFED LS ICHZ 2T, BRI BHHERICE T 3
RRDBWNCLZ2DDTH2EZONS. Thbb, BRSO TIESEREMIL L -HERE Y U CHHM
FTH2DIRL., BAHKIEROZEHEOBEFREERE T 2720, AUERTH > THEL ZHATHER
PRZ2ENHKS.
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A3 &HDHDOIC

A DFERIE, DEBERERICHE L MFTER Y L TAEEEEOEEEZRET 23D TH 7. L
L. BEROKXPENEFRICHEEMF LR T ETERV. 5SRO T, & itk 7 —
Xty VERAWSZ T, ZOMEERRL., DEEFHICHIZEARN R F 22T %
HigdT. HEZHOERSZDBEOMIEEE L T, XY ERBERETNVOMENHFEINS.
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