000000000 Vol.0 No.0 1-13 (2?7 1959)

Al 000000000 oooooooooooon

00 oootva gooog?zb

000 xxxxO 00 xxO, 000 xxxxO 00O xxO

pooboobooooooooboboobob0obo0ob0ob0oboobobbobUoboboobobooo
oooooboobooboooooooboboobOoooooooDooDooobOoboDoooooboogo
0000000000000 0000000000000000 AIDXAIOOODOOOODOOOOO
Machine-Learning-as-a-Serviced MLaaSO 0 0000000000000 ODOO0ODOODOOODOODOOO
OO0OO0O0Shapley 00ODOO0O0OO0OO XAIOOOOOOOOOOOOOOO2022000Luwo00000O0
Shapley U0 O0COOO00O0OCOOODOOCOOODOOOOODOOOOUOOOOUOUODDOOOUOODOOOOO
0oo00o00oo0oD0oooo0DoOOooo0o0DOoO XAloDooooooooooooooooo
000000000000 00D0000000 XAIOOO Shapley 000000000 DOOOOODOO
00000000000 OShapley 00 0000000000000 O000O0OO0OO0ODOOOO0OOOOO
00000000000000000000000000000000000000 Shapley0ODOOO
0000000000000 0O0O0000000O0O0O00OooOOoOOOShapley0 000 XAIODOOOO
LIMEOOOODOOOOOODOODOLIMEDOODOODOODOODOODOOODOOO™*

0000000000 00XAIOShapley DOLIMEODOOOOO

Record Reconstruction Risk of AT Model Explanations

RyoTaro Tomal'® Hiroakl KiKucHI?P)

Received: xx xx, xxxx, Accepted: xx XX, XXXX

Abstract: Machine learning (ML) models have been used in various domains in recent years. However,
many models are black-box, which have complex internal structure and make it challenging to guarantee the
model’s transparancy and fairness. Then, Explainable AT (XAI) metrics have gained attention for explaining
the behavior of the ML models. Many services, including Amazon Web Services, the Google Cloud Platform,
and Microsoft Azure run machine-learning-as-a-service platforms, which provide several indices, including
Shapley values, that explain the relationship between the output of the black-box model and its private
input features. On the other hand, in 2022, Luo et al. demonstrated that Shapley-value-based explanations
could lead to the record reconstruction of private input attributes, However, it was not clear which com-
binations of black-box model and XAI metric would be vulnerable to a reconstruction attack. Moreover,
Luo et al. investigated the record reconstruction risk of Shapley values as a representative XAI method. In
this study, we theoretically demonstrated the vulnerablility of Shapley values to the record reconstruction
attack and experimentally investigate the necessary conditions using open datasets. Especially, we prove that
Shapley values for a linear model can lead to a perfect reconstruction of records, that is, they can enable an
accurate estimation of private values. Furthermore, we conducted the experiments to another XAI method,
LIME, and show that it is similarly vulnerable to reconstruction attacks.
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Table 5 Three open datasets used in the experiments

Dataset No. of Records Classes No. of Features

Adult [16] 48,842 2 14
Bank Marketing [17] 45,211 2 16
Credit Card [18] 30,000 2 24
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Input: Black-box model f, auxiliary dataset Xz, learning rate

a, attacked Shapley vector s
Output: Estimated private input features &
1: Sauz +— ¢( Xauz; f)
2: 0y +— N(0,1)
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5 loss <+ 0
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10: end for
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