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Black-Box Adversarial Perturbations for Disrupting Landmark
Detection in Facial Deepfake

Yanag Livit'®  Liv CHENG-TE? KikucHI HIROAKI®P)

Abstract: In recent years, the malicious use of deepfake technology has raised serious concerns due to
privacy violations and the spread of disinformation. While detection techniques for deepfakes have made
significant progress, adversaries are concurrently developing new methods to evade such detection, resulting
in a continuous technological arms race between defense and attack. To address this issue before deepfake
damage becomes widespread, recent studies have explored adversarial sample techniques aimed at disrupting
the generation process itself. These approaches interfere with landmark extraction (such as eyes, nose, and
mouth positions) by assigning weights to facial landmarks to impair the alignment process critical for deepfake
generation. However, these methods often rely on so-called white-box settings, which assume full knowledge
of the target machine learning model’ s algorithm and gradients with respect to its learned weights, thereby
limiting their applicability in real-world scenarios. In this study, we propose a black-box adversarial sample
generation method that relaxes the assumption of known learning algorithms. Our method performs attacks
using only output labels from the model, without requiring internal access to its architecture or gradients.
We experimentally evaluate the proposed method by comparing it with conventional white-box-based defense
techniques, and demonstrate its effectiveness in degrading the performance of deepfake generators, thereby
enhancing the robustness of deepfake mitigation strategies.
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