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Empirical Evaluation of Record Reconstruction Risk for Explainability

RyoTARO Tomal® Hiroak! KikucHI?:P)

Abstract: In recent years, machine learning models have been widely applied across various domains. How-
ever, many of these models possess complex internal structures and are often regarded as black boxes, making
it difficult to ensure fairness and transparency. To address this issue, explainable AT (XAI) techniques have
attracted attention to interpret model behavior. Many Machine-Learning-as-a-Service (MLaaS) platforms
now offer XAT tools such as SHAP and LIME, which aim to explain the relationship between input features
and model outputs. On the other hand, Luo et al. (2022) demonstrated that model explanations based on
Shapley values can potentially reveal sensitive attributes of the original input data, posing a privacy risk.
However, how the quality of explanations affects the risk of record reconstruction remains unclear. In this
study, we evaluate how record reconstruction risk changes with the level of explainability provided by SHAP
and LIME. Through experiments on public datasets, we show that higher explainability tends to correspond
to increased reconstruction risk.

Keywords: XAl explainability, record reconstruction attack, SHAP, LIME
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