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Background

◼ Key-value Data

❑Recommendation

» Predict preference of contents based on 

demographical data

Key value

Avatar 2 2.0

SHOGUN 5.0

Frozen 4.5



Randomized Response (RR)

◼ Local Differential Privacy
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[Dwark 2007]



PrivKV [Q.Ye , et al., 2019]
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Central DP vs Local DP

CDP LDP

Schemes Laplace, DP-SDG GRR, OUE, PrivKV, 

PCKV

Party preforming 

perturbation

Server User 

Pros High utility Robustness

against malicious 

server 

Cons Assumption of 

trust on server
?



LDP issue: Poisoning

LDP

algorithm
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algorithm

LDP

algorithm

User 1

User 2
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MLE

S

User 3

𝑣2=2 𝑧2 = 1

𝑧3 = -100

ε

ε ε

poisoning

manipulation

of statistics

malicious



Variation of poisoning attacks
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𝒌𝐞𝐲 𝒗𝒂𝒍𝒖𝒆

Avatar 4

Randomized

Response

perturbedoriginal

𝒌𝐞𝐲′ 𝒗𝒂𝒍𝒖𝒆′

Aviator 2

𝒌𝐞𝐲′ 𝒗𝒂𝒍𝒖𝒆′

Shogun 5

𝒌𝐞𝐲 𝒗𝒂𝒍𝒖𝒆

Shogun 5

𝒌𝐞𝐲′ 𝒗𝒂𝒍𝒖𝒆′

Frozen 3

1. M2GA

3. RKVA
2. RMA

[Y.Wu, et al., 2022]



New attack: Fine-grained poisoning

ref Poisoning Goal Example

[Cao Usenix 21], 

[Wu Usenix 22]

M2GA, 

RKVA
Disruption
(maximize/minimize gain = 

true – altered estimations)

<Shogun, 3.9>

to

<Shogun, 5.0>

RMA Disruption
(making the estimation as 

random)

<Shogun, 3.9>

to

<Shogun, 2.5>

[Li Usenix 23] Fine-

grained
Manipulation
(the estimation to 

arbitrary target value)

<shogun, 3.9>

To

<Shogun, 4.5>



This work
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Attack

goals

Statistics

Variance Mean Frequency

Disruption

[Wu Usenix 22]

[Cao Usenix 

21]

Fine-grained
[Li Usenix 23]

Our work



Our questions

◼ Q1. Which is the most robust LDP 

against fine-grained poisoning?

❑PrivKV, PCKV-GRR, PCKV-OUE

◼ Q2. What are sufficient conditions to 

launch the fine-grained poisoning?

◼ Q3. Are there any mitigations to prevent 

the fine-grained poisoning?



…

LDP𝑆1

𝑆𝑛

User 1

User 𝑛 LDP

1Malicious

Server

Normal

Attacked

𝑓𝑘 = 0.3
𝜇𝑘 = 0.6

መ𝑓𝑘 = 0.33
Ƹ𝜇𝑘 = 0.65

መ𝑓𝑘 = 0.58
Ƹ𝜇𝑘 = −0.33

Estimated

Estimated

𝑓target = 0.6

𝜇target = −0.3

True

True

𝑦1

𝑦𝑛

𝑆𝑖 ∶ i-th user’s Key-Value Set

𝑦𝑖 ∶ i-th user’s output of LDP

𝑦crafti ∶ Malicious user’s 

crafted data

Overview

𝑓𝑘 = 0.3
𝜇𝑘 = 0.6

m

…

LDP𝑆1

𝑆𝑛

User 1

User 𝑛 LDP

Server

𝑦1

𝑦𝑛

𝑦craft𝑚

𝑦craft1



Objective

◼ Fine-grained poisoning

❑Given a target frequency ƒk,t and mean μk,t

for key and m malicious users

❑Find the assignment of malicious users 

and the crafted values to be poisoned such 

that  

൝
𝐸 መ𝑓𝑘 = 𝑓𝑘,𝑡
𝐸 Ƹ𝜇𝑘 = 𝜇𝑘,𝑡



Threat model

◼ The attacker can

❑compromise m malicious users

❑control them to cast arbitrary value (without 

LDP perbubation)

❑learn the number of legitimate users (n)

❑learn a rough estimation of the true 

statistics (ƒk and mean μk)



Key-Value LDP Schemes

◼ PrivKV [Ye IEEE S&P19] ◼ PCKV [Gu Usenix 20]
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Key Value

Avator2 *

Shogun 4

MI2 *

Frozen 5

Dark Night *

Shogun 4

j k* v+

Shogun 1 -1

Key Value

Avator2 *

Shogun 4

MI2 *

Frozen 5

Dark Night *

Dummy 1 0

Dummy 2 0

Dummy 3 0

Shogun 4

PCKV-UE (0,-1,0,0,0,1,0,0)

PCKV-GRR <Frozen, -1>

Sampling 

1/5 prob. Sampling 

w/p 2/3

w/p 1/3

Random sampling over d-

dimensional vector and perturbs 

Padding and sampling with 

Bernoulli process d/(d+ℓ)



Proposed attacks

◼ Fine-grained poisoning to PrivKV

◼ Fine-grained poisoning to PCKV



1. Poisoning to PrivKV

◼ Theorem 1. 

❑A fine-grained attacker manipulates the 

statistics estimated by PrivKV to be target 

frequency ƒk,t and mean μk,t for key k by 

assigning m1
k, m-1

k, m0
k malicious users to 

groups who send <1,1>, <1,-1>, <0,0>, 

respectively, such that



2. Poisoning to PCKV

◼ Theorem 2. 

❑A fine-grained attacker manipulates the 

statistics estimated by PCKV to be target 

frequency ƒk,t and mean μk,t for key k by 

assigning m1
k, m-1

k, m0
k malicious users to 

groups who send <1,1>, <1,-1>, <0,0>, 

respectively, such that



Sufficient conditions

◼ Corollary 1.

❑Let T be a set of target keys. An attacker 

manipulates the estimated statistics as 

intended targets if for any k in T,

and



Experiment



Result 1: LDP Accuracy

clothing

movielense

Privacy budget ε Privacy budget ε

PrivKV

PCKV-GRR

PCKV-UE

M
S

E

frequency ƒ mean μ



Result 2: Robustness against 

poisoning attack (clothing)

Privacy budget ε
Malicious rate   = m/(n+m)

M
S

E

frequency ƒ mean μro
b
u
s
t

v
u
ln

e
ra

b
le

PrivKV

PCKV-GRR

PCKV-UE

frequency ƒ mean μ

PrivKV

PCKV-GRR

PCKV-UE

PrivKV PrivKV

◼ PrivKV is vulnerable in frequency. 

◼ PCKV-GRR is more robust than PCKV-UE



Result 2: Robustness against 

poisoning attack (clothing)

Privacy budget ε

M
S

E

frequency ƒ mean μro
b
u
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ln

e
ra

b
le

PrivKV

PCKV-GRR

PCKV-UE

PrivKV

◼ PrivKV is vulnerable in frequency. 

◼ PCKV-GRR is more robust than PCKV-UE

PrivKV Corrected 

Wrong



Result 3: Robustness with 

regards to prediction accuracy

Distance between true and estimated ƒ

frequency ƒ mean μ

Distance between true and estimated μ

frequency ƒ mean μ

PrivKV

PCKV-GRR

PCKV-UE

PCKV-UE
PCKV-UE

PrivKV

ro
b
u
s
t

v
u
ln

e
ra

b
le

0.00 0.08 0.00 0.08

◼ MSEs of PrivKV and PCKV-GRR are less dependent on 
the initial statistics estimated by the attacker

◼ These statistics are sensitive for PCKV-UE.



Result 4: Minimal malicious 

user rate  = m/(n+m)
fr

e
q
u
e
n
c
y
 ƒ

mean μ mean μ mean μ

 > 0.005 

 > 0.02 

very easyeasy

 > 0.1 

Relatively hard

◼ fine-grained poisoning is feasible with a very small 

number of malicious users.



Discussions

◼ Inconsistency of estimation accuracy 

with robustness against poisoning. 

◼ Best LDP against fine-grained poisoning.

❑PCKV is better in accuracy than PrivKV.

❑PCKV is vulnerable against fine-grained 

poisoning. 



Mitigations

◼ Sampling based
❑Sampling-then-clustering [Li 23]

◼ Estimation based
❑LDPGuard [Huang 24]

❑LDPRecover [Sun 24]

❑RobustLDP [Zhao 25]

◼ Cryptographical schemes
❑OT with EM [Horigome 23]

❑Commitment [Song 23]



Conclusions

◼ We investigated the feasibility of fine-

grained data poisoning attacks in the 

LDP setting, with a particular focus on 

key-value data collection protocols.

◼ Empirical evaluation shows that 

vulnerability of known LDP schemes. 

◼ Future studies include a generalization 

of our result, an explore for efficient 

defense against variety of poisoning 

attacks.  
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