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Motivated Example

* Film of Attack on Titan (2015)

3.3

1034 HMEHE

Al can classify the polarity but becomes black-box

== M W &= O

Positive
This movie is awesome » . Black-box
Positive Classifier
Love this movie...its fantastic i love the new plot and they still keeps some element of the manga and

This movie sucks. Director should probably go home and rethink his life.

anime awesome! from the start and till the end they keep it up nicely and the characters fit so well @
1/10 :
Negative
Please don't watch this > Negative
2

(7 Helpful -7 £V 1 :



Necessity of XAl

* Al can classify the text of review as pos/neg

Absolutely one of the worst movies I've ever seen! "The
Beginning'' was not the greatest either but better than this
one. This is not a good way to lead up to the original movie.
It's just simply awful!

<[ This is a negative review! J

* Explainable Al (XAl) can explain the determination of Al

Absolutely one of the worst movies I've ever seen! "The
Beginning'' was not the greatest either but better than this
one. This is not a good way to lead up to the original movie.
It's just simply awful!

ﬁ This is a negative review R
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LIME [Ribeiro et al. 2016]

* A method for providing an explanation for each input feature
* LIME approximates the behavior of f o 1
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Issue of XAl: Reconstruction Attack [Luo et al. 2022]

* Attacker can reconstruct the user’s input features from the
explanations of XAl
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Can we mitigate reconstruction attack?

* Yes. We have Differential Privacy (DP)
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Existing Studies

 DPGD-Explain [Patel et al. 2022]
* |t guarantees (¢, §)-differential privacy
* Reducing accuracy by adding noise
 Scale of noise increases as the privacy budget € decreases

Explanation vector ¢

Explanation dataset
X

Pr[¢p € S] < e€Pr[¢p' €S|+ 6

Explanation vector ¢ where S © R" is a set of explanation vector

Explanation dataset
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Our Approach

* Motivation
 DPGD-Explain protects the training dataset
* Luo’s attacker reconstruct the input record
* Is DPGD-Explain really secure against reconstruction attack?

* To answer, we conduct some experiments to test if the input
data are really protected.



Research Questions

1. How much private is DPGD-Explain?

2. How much useful is DPGD-Explain?

3. Which is the best XAl method, LIME and DPGD-Explain?



Experimental Settings

Dataset Dat R d Cl
* We use 2 open datasets i e fecords o
UCI Adult Tabular 48842 ° SOK/
* Evaluation metrics 'MDB Movie Reviews | Text 50,000 pos/neg

e Adversary’s Success Rate
* m: the number of rows, n: the number of columns
* The fraction of the feature values that were identified successfully

. GR (,x\’ .X') _ success(x,x)

 Utility loss
* Mean squared error between the model explanations ¢ and the optimal
(e = ) explanations ¢*

« MSE($, ") == ((¢1 — $1)? + -+ (dn — $)2)

mn



Result 1: Reconstruction Risk of DPGD-Explain

* SR increases as € increases in Adult

* SR with noise is greater than that without noise in IMDB
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Result 2: Utility Loss

* There is no large difference in e = 0.01,0.1, 1
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Result 3: Comparison with LIME and DPGD-Explain

* DPGD-Explain can decrease the privacy risk

* LIME and DPGD-Explain without noise (¢ = o) have the

strong positive correlations ,
DPGD-Explain

0.06

ngh A 0.9 4 I_IME @ t=»
0.04 - €=10
0.8
wn
23.2% E
. 8 07 T >
Risk | Il z
©
g =
S 0.6- i
a S
(O]
o
[a)
0.5
—— LIME
0.4 DPGD-Explain (g€ = »)
' —— DPGD-Explain (¢ = 10) LI IVI E
LOW T T T T T . T T T T T T T
100 200 400 800 1600 -025 -020 -0.15 -0.10 -0.05  0.00 0.05 13

[ Xaux| LIME values



Discussion

* Why is SR with noise greater than that with € = oo in IMDB?

»The attack model v failed to learn binary classification because
the input vector consists of lots of 0

* Size of X 4,,.(from IMDB): (400,500) = 200,000
* Num of 0: 185,388 (92.7%)



Explainability of DPGD-Explain

e The uti

ity loss is high when the epsilon is low

LIME

Absolutely one of the worst movies I've ever I “The Beginning'' was not the
greatest either but better than this one. This is not a good way to lead up to the
original movie. It's just simply awful!

DPGD-Explain (€ = o)

Absolutely one of the worst movies I've ever seen! ""The Beginning' was not the
greatest either but better than this one. This is not a good way to lead up to the
original movie. It's just simply awful!

DPGD-Explain (¢ = 10)

Absolutely one of the worst I've ever seen! "The Beginning' was not the
greatest either but than this one. This is not a good way to lead up to the
original movie. It's just simply awful!




Conclusion

* DPGD-Explain can decrease the record reconstruction risk
with noise addition

* When the privacy budget is getting small (¢ < 10), the
quality of the model explanations is getting worse

* DPGD-Explain is the best method for privacy, however, LIME
is the best method for explainability

* We need the privacy-preserving XAl method with higher
utility rather than DPGD-Explain
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