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Abstract. Explainable AT (XAI) metrics have gained attention because
of a need to ensure fairness and transparency in machine learning mod-
els by providing users with some understanding of the models’ internal
processes. Many services, including Amazon Web Services, the Google
Cloud Platform, and Microsoft Azure run machine-learning-as-a-service
platforms, which provide several indices, including Shapley values, that
explain the relationship between the output of the black-box model and
its private input features. However, in 2022, it was demonstrated that
a Shapley-value-based explanation could lead to the reconstruction of
private attributes, posing a privacy risk of information leakage from the
model. It was shown that the leaked value would depend on the AI
black-box model used. However, it was not clear which combinations of
black-box model and XATI metric would be vulnerable to a reconstruction
attack. The present study shows, both theoretically and experimentally,
that Shapley values are indeed vulnerable to a reconstruction attack.
We prove that Shapley values for a linear model can lead to a perfect
reconstruction of records, that is, they can enable an accurate estima-
tion of private values. In addition, we investigate the impact of various
optimization algorithms used in attack models on the reconstruction risk.

Keywords: Shapley Values - Explainabilities - XAI - Reconstruction
Attack.

1 Introduction

Machine learning (ML) models have recently been used in important use cases,
including finance, healthcare, E-commerce, and employment [1-3]. One well-
known issue with artificial intelligence (AI) models is a lack of transparency.
Many kinds of models, particularly deep neural networks and ensemble models,
have complex internal structures regarded as “black boxes,” which prevent in-
ternal analysis of their operation and therefore how the models arrive at their
decisions. For an application to be trustworthy, we need some transparency about
the mapping between the input features and the outputs of the model used.
Explainable AI (XAI) technologies are therefore necessary to guarantee the
transparency of models and to explain the relationship between their input fea-
tures and their outputs [1,4]. XAI helps to build trust by providing AI users
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with insights into how systems work and why they have made specific decisions.
In addition to gaining transparency in Al models, XAl can mitigate biases in Al
models and can address social concerns about their use.

Currently, XAI indices are available for most machine-learning-as-a-service
(MLaaS) platforms, which provide ML models with some XAT indices that ex-
plain how the input features affect the outputs of the models. In particular,
Shapley-value-based XAI methods [15,16] are state-of-the-art and are offered
for the major commercial MLaa$S platforms, including Amazon Web Services [5],
Google Cloud [18], and Microsoft Azure [6].

Unfortunately, XAI raises serious privacy concerns. Luo et al. [7] showed
that private input record values can be inferred from an explanation based on
Shapley values. They proposed an algorithm that estimates attribute values
using a gradient-descent method with a sampled auxiliary dataset. This enables
private records to be reconstructed with a significant probability of success.
They demonstrated the feasibility of attacks using six open datasets plus three
synthetic datasets and four black-box AI models.

However, reconstruction accuracy depends on the black-box models used,
such as support vector machines (SVMs) or decision trees. The risk must also
depend on the XAI metric used because there are many XAI technologies, in-
cluding local interpretable model-agnostic explanations (LIME) [8], Shapley ad-
ditive explanations (SHAP) [15], and Anchors [17]. Luo et al. investigated only
the Shapley-value approach. It remains unclear if particular combinations of
black-box models and XAI metrics may be particularly vulnerable to attack.
This is the motivation for our investigation of the privacy risks in vulnerable
combinations of black-box models and XAI metrics.

In this work, we claim that a particular combination of black-box AI model
and XAI metric is vulnerable in the context of record reconstruction risks. We
prove that a linear regression model using a Shapley-value XAI metric enables
an attacker to reconstruct private records completely (no estimation error). Note
that this is an inevitable vulnerability, obtained via theoretical analysis, which
will hold for any kind of dataset when the exact Shapley values are given. How-
ever, in most platforms, an approximation to or a variation of the Shapley values
is used because the exact computation of Shapley values suffers from an expo-
nential computation cost with respect to the number of attributes and becomes
infeasible for large-scale systems with more than 50 attributes.

To address these additional questions, we conducted experiments to inves-
tigate the reconstruction risks with respect to the differences in the algorithms
used by potential attackers. We used three open datasets: Adult [9], Bank Mar-
keting [10], and Credit Card Client [11], with Shapley values. We studied not only
the black-box AI models used for training the baseline estimation but also the
attack models used to estimate the private record values and the optimization
algorithms used by the attack models, including SGD, Momentum, RMSProp,
and Adam. The experiments demonstrated that our theoretical result holds for
common open datasets.

Our work makes the following contributions:
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— We proved that the combination of a linear regression method and using
Shapley values is vulnerable against a reconstruction attack, in that the
attacker can reconstruct private input attributes exactly.

— We evaluated the record reconstruction risk on Shapley values with respect
to the various optimization algorithms used in attacker models. Based on our
experimental results, we suggest a possible mitigation approach that adjusts
the learning rate with the aim of minimizing the estimation risk.

The remainder of the paper is organized as follows. In Section 2, we intro-
duce some background definitions, Shapley values, and some related work. In
Section 3, we present the problem statement and the threat model assumed in
our study. We show some examples of record reconstruction attacks on a toy
example, aiming to provide insight into attack methods. Our main theorem is
given in Section 4, where we prove that using Shapley values with a linear re-
gression model allows an attacker to identify the private inputs without error. In
Section 5, we describe our experiments using open data with various parameter
settings. We discuss the generalization of our methodology and its limitations
in Section 6. We also suggest a possible approach to mitigating the effects of
reconstruction attacks. We conclude our work in Section 7.

2 Preliminaries

2.1 Shapley Values

Shapley values [12], proposed by Shapley in 1953, are indices that quantify the
contributions of each player in cooperative game theory. In this work, let s =

(s1,...,8n) be the Shapley values representing the local explanation for the
output of model f(x) for n input features & = (z1,...,z,).

Let N = {1,2,...,n} be the index set of features, S be a subset of N, z° be
a reference sample for calculating Shapley values, and ¢(x; z°, f) = (s1,...,5n)

be a mapping to calculate Shapley values. Then, the Shapley value s; is:

Sl(n—1|S|—1)!
si=¢i(m;a’, f)= Y 51X nl, ) (f@supy) — flzs)), (1)
SCN\{i} )
where x[s) = ((2(s))1,- -, (7[5))n) denotes an input vector corresponding to S
and is defined for ¢ = 1,...,n as:
r; ifies,
i = 2
(@1s1) {:c? otherwise. @)

For example, given the input vector = = (2,5,1,3), the reference sample " =
(0,3,2,1), and the subset S = {2, 3}, the vector g is z[g) = (0,5,1,1).
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Fig. 1: Overview of the system model

2.2 Feature Inference Attack on Shapley Values

System Model Luo et al. [7] assumed a system model by which the service
provider trains their black-box models f based on a private training dataset
Xirain and uses them for their service provided on MLaaS platforms. Fig. 1
shows the overview of their system model. The Attacker has access to the
Service with its store of explanation for target User j. Given the explanation
é(xz?; 20, f), the Attacker attempts to reconstruct the original record @/ using
the attack model ¢(¢).

Threat Model An attacker can send data to the service and receive the Shap-
ley values as an explanation of the data. In addition, the attacker can steal
the Shapley values of other users from the service. Under this assumption, the
attacker performs the feature inference.

2.3 Related Work

Explainable AT Metrics There are many ways to explain black-box and white-
box models. Explainabilities can be partitioned into global and local methods.
Global methods explain overall model behavior and compute feature impor-
tance values [13, 14], whereas local methods explain the feature importance for
each input [8,15-17]. Major MLaaS platforms including Amazon SageMaker [5],
Microsoft Azure [6], and Google Cloud Platform [18] offer SHAP [15], an ap-
proximation to Shapley values [12, 16] using local methods such as LIME (8].

Our study therefore focuses on Shapley values [12,15,16] as local explain-
abilities.
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Privacy Risk with Explainability Many previous studies have investigated
the privacy risk with explainabilities against a variety of attacks, including mem-
bership inference [19-21], model extraction [19, 22, 23], feature inference [7, 24],
and adversarial attack [19,25]. In particular, Luo et al. [7] identified a feature
inference attack with Shapley values and investigated the privacy risk from the
explanations.

Defenses against Attack Some defensive approaches have been proposed,
including differential privacy [29-31] and using synthetic data [29,32,33]. In
addition, several studies have proposed privacy-preserving XAI methods [26-28].
For example, Patel et al. [26] proposed using a local explainability method such
as LIME with differential privacy. Nevertheless, the privacy risk in the context
of feature inference attacks remains unclear for explainabilities other than using
Shapley values.

3 Problem Statement

3.1 Record Reconstruction Attack

We can define a record reconstruction attack (or a feature inference attack) [7]
as follows.

Let f and ¢ be black-box and attack models, respectively. Let Xyrqin, Xauz,
and Xjcs: be a training dataset for training f, an auxiliary dataset for training
1, and a test dataset, respectively. Let &/ = (27, ...,2%) be an input vector for
the user j = 1,...,m. Let ° and 87 = ¢(x’; x, f) be the reference sample and
the Shapley values of the input vector x7, respectively. Given the explanation
dataset Syyz for all @y, € Xgur and the black-box model f, the attacker trains
the attack model ¢ : Spue = Xoue-

3.2 Evaluation Metrics

We use two metrics for evaluating the record reconstruction risk, the attacker’s
mean absolute error (MAE) and the success rate (SR).

Attacker’s MAE The MAE is the average of a set of absolute errors. The
attacker’s MAE of the estimated data & for the dataset @ with m rows and n
columns is given as:

MABG. @) = 3 it - ad) 3)
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Attacker’s SR The SR represents the ratio of correctly estimated features to
all input features. We say that a feature estimation is a success if the estimated
value is identical to the original values for discrete variables. For continuous
variables, the estimation is a success if the absolute error is below a particular
threshold value. The SR of the estimated data @ for the dataset x is given as:

SR(&,x) = w7 (4)

mn

where success(&, ) is the number of correctly estimated features.

4 The Record Reconstruction Risk with Linear
Regression

In this section, we show the vulnerability of using the combination of a linear
model and the Shapley values. First, we provide a simple example to give insight
into the vulnerability.

4.1 Example of a Record Reconstruction Attack

Consider an example dataset of 10 rows and 5 columns. We synthesize the dataset
r1 = ni, Tz = No, T3 = NiN3, T4 = Nang, and y = x1 — x3x4 using three
independent identically distributed sequences n1, ns, and ng, as shown in Table 1.

Let Xjesr and Xypqin comprise rows 1 to 5 and rows 6 to 10 of the dataset,
respectively. The Shapley value is the average of the values with respect to each
row of Xj.qin in the reference sample, i.e., s = % 2;16 d(x; 7, f).

Table 2 shows the Shapley values Sies¢ for the input dataset Xjesr with the
linear black-box model f trained for the dataset X4 in the example.

The attacker’s MAEs for the model f and the estimation algorithm 1) are
then shown in Table 3. f and v are either a linear regression or a decision
tree. They are implemented via scikit-learn and trained on Xj4i,. Note that
the input features are correctly estimated without error when f and v are both
linear models.

4.2 Theoretical Analysis of MAE

According to Eq. (1), the Shapley values are computed as the weighted average
of the difference of two outputs f(x(sugiy)) — f(®[s)). First, we show the linearity
of this difference.

Lemma 1. Let f be a linear black-box model. For anyi € N, S C N\ {i}, and
reference sample (29,23, ...,22), the following holds:

fesopy) — fles) = Bi(zi — a7) (5)
Proposition 1. Let f and v be a linear black-box model and a linear attack

model, respectively. When n < |X,uz|, the attacker’s MAE with v is 0.

This result implies that a record reconstruction could be perfect if the Shapley
values from the linear model were to be used.
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Table 1: Example dataset

Table 2: Shapley values s; €

T T2 T3 T4 y
18] 01| 03]—-04] 19 Siest when x', 2, &3, x*, and
04| 15| 06| 1.0/-02 > represent the reference sam-
KXiest 1.0 08| 0.7| 0.7| 0.5 ple
2.2 01| 03]-0.1] 2.2 5 52| 53 2
19| 04] 08] 1.0 11 x'[1.30] 0.02]0.06 | —0.04
-1.0| 0.3]-0.3|-05]|-1.2 %028 -0.29(0.18| 0.34
1.0 15| 14| 01| 09 x%0.72| -0.13]0.21| 0.26
Xirain (Xaus) | —0.2| =02 0.0 0.0 0.2 x*|1.59| 0.02]0.06| 0.04
-0.1 03] 00| 05|-01 x®|1.37| -0.04{0.25| 0.34
04|-09|-04|-1.3|-0.1
Table 3: The attacker’s MAEs for the combination of black-box model f and
attack model 1
Black-box Attack Attacker’s MAE
f P 1 To T3 T4 | average
Linear Regression Linear Regression || 0.00 | 0.00 | 0.00 | 0.00 0.00
Linear Regression Decision Tree 0.82| 1.24| 0.74| 1.18 1.00
Decision Tree  Linear Regression || 0.69 | 0.52 | 0.41 | 0.53 0.54
Decision Tree Decision Tree 0.68| 1.16 | 0.82 | 0.54 0.80
average 0.55] 0.73| 0.49| 0.59

5 Experiments

5.1 Dataset

Table 4 shows the dataset used for the experiments. For these settings, we aim to
clarify the record reconstruction risk of XAI metrics and the differences between
the optimizers used in the attack algorithm.

5.2 Experiment 1: Risk with Respect to Black-box Models and XAI

Methods

We evaluated the record reconstruction risk for the explanation of black-box
model f given by Shapley values. The black-box model f was one of five mod-
els: neural networks (NN), random forest (RF), gradient-boosting decision tree
(GBDT), kernel SVM (kSVM), and linear regression (LR).

Table 4: Three open datasets used in the experiments

Dataset No. of Records Classes No. of Features
Adult [9] 48,842 2 14
Bank Marketing [10] 45,211 2 16
Credit Card [11] 30,000 2 24
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Fig.2: The attacker’s MAEs for a record reconstruction attack using Shapley
values with respect to the number of rows in the auxiliary dataset |Xy,.| and
the black-box model f

We implemented NN using PyTorch [34] using an n-dimensional input layer,
a c-dimensional output layer, and two hidden layers of 2n neurons each. The acti-
vation function was softmax for the output layer and rectifier linear unit (ReLU)
for the remainder. The other models, RF, SVM, GBDT, and LR, were imple-
mented via scikit-learn. The number of trees and the maximal depth were 100
and 5, respectively, for RF, with those for GBDT being 100 and 3, respectively.
We used default values for other parameters if not specifically mentioned. By
“RG-E”, we denote a random guess prediction from the empirical distribution
based on X, for comparison purposes.

5.3 Experiment 2: Risk with Respect to Optimization Algorithms

We investigated the record reconstruction risk of the various optimization algo-
rithms that could be used by a potential attacker. An optimizer would be used
to update the parameter 8, of the attack model ¢ as:

Oy < 0,y — aVy,loss (6)

In this experiment, we investigated four types of optimization algorithms in-
cluding SGD [35], Momentum [36], RMSProp [37], and Adam [38]. Using the
settings in Luo et al. [7], we examined the attack model ¥ deployed in neural
networks with 4n neurons in the hidden layer and n neurons in the output layer
for n features, with the sigmoid function being used for all layers. We imple-
mented model ¢ using PyTorch, using default values for all parameters except
n = 0.01 for the learning rates of SGD and Momentum and momentum = 0.9
for Momentum. (Momentum refers to an SGD for which momentum # 0).

5.4 Results

Figs. 2 and 3 show the record reconstruction risk for Shapley values with respect
to the number of rows of the auxiliary dataset Xyq.

We found that the attacker’s MAE decreases and the SR increases as the
number of rows | X, | increases. Note that the record reconstruction risks for
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Fig. 3: The attacker’s SRs for a record reconstruction attack using Shapley values
with respect to the number of rows in the auxiliary dataset | X, | and the black-
box model f
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Fig. 4: The evaluation averages for each model f

Shapley values are small but not zero when |X| is small for (a) Adult and (b)
Bank scenarios. These results appear to be in conflict with Proposition 1, which
states that there should be no errors for a linear black-box model. However, these
small errors may remain because the conditions in Proposition 1 do not hold here.
Another possible reason is that the Shapley values were not calculated exactly
as defined but approximated [15, 16]. Note also that the small MAE increases in
proportion to the size of the auxiliary dataset.

Fig. 4 shows the average of the attacker’s MAE and SR for each model f and
dataset size | Xyu.| for an attack based on Shapley values. The linear model had
the highest record reconstruction risk in terms of both the attacker’s MAE and
SR.

Fig. 5 shows the distributions of the attacker’s MAE and SR for the various
optimization algorithms used in an attack. In common with the attacker’s MAE
and SR, the accuracy of record reconstruction using SGD is the least and, with
RMSProp, it is is greatest. For all optimization algorithms, the attacker’s MAE
decreased and SR increased with |Xyy,|. Adam and RMSProp tended to increase
the record reconstruction risk, whereas SGD and Momentum tended to decrease
it. It is known that Adam and RMSProp are methods that tune the learning
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Fig. 5: The attacker’s MAE and SR with respect to the size of dataset | X, | for
the four types of optimizer available to an attacker

rate when training the model. Therefore, it was tuning the learning rate that
improved the accuracy of the record reconstruction.

6 Discussion

6.1 Differences between the Theorem and the Experiments

In Proposition 1, we proved that an attacker can reconstruct the original input
features correctly when both the black-box model f and the attack model ¥
are linear. However, our experimental results showed small errors remaining. We
consider that the lack of a sufficient number of instances in some smaller datasets
may be the source of the error. The premise of the proposition would then not
hold and the linear regression would fail to estimate the exact values. We also
note that using Shapley values involves approximations and a reconstruction
attack using XAl values might therefore include few mistakes. We plan to explore
these conjectures in future work.

6.2 Linearity of the Black-box Models

The proof of Proposition 1 was based on the assumption of linearity in the black-
box model f. The reconstruction risk could therefore be nonzero if the black-box
model f is not linear. However, we believe that there is a positive correlation
between the reconstruction risk and the additivity of the explanations. In 2017,
Lundberg et al. [15] proposed a class of additive feature attribution methods that
included methods based on Shapley values. There are several methods belonging
to the class, except for Shapley values, but a property called “local accuracy” is
not fully satisfied in these cases. We therefore believe that the property of local
accuracy may be a key feature of the vulnerability when using Shapley values.
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6.3 Effects of Encoding Methods for Qualitative Variables

In our experiments, we encoded the qualitative variables into discrete values
using one-hot encoding. This could lead to a dimensionality issue. It is possible
that, as the number of features increases and the accuracy of the approximations
in Shapley values decreases, this could result in a higher reconstruction risk
than the original risk. We are also concerned that an attacker could gain more
information from the explanations because the dimensionality of the explanation
vector would be higher than that for the original. Again, we plan to conduct
further experiments using other encoding methods.

6.4 Optimization for Black-box Models

In our experiments, we investigated the privacy risk with respect to optimization
algorithms used in the attack model. It is possible that the optimizer in the black-
box model affects the reconstruction risk when the black-box model is a neural
network. We might consider that the privacy risk would be higher if the accuracy
of the black-box model were increased.

6.5 Mitigation

To decrease the record reconstruction risk, we suggest three defensive methods.

First, we could use one of several privacy-enhancing technologies, such as
using synthetic data to train the black-box model or using differential privacy
for the explanation values. In 2022, Patel et al. [26] proposed explainability
via differential privacy. Using a privacy-preserving method should reduce the
reconstruction risk.

Second, the access control on MLaaS platforms could be made more efficient.
For example, a limitation on the number of requests could reduce the amount
of information available to a potential attacker.

Finally, the quantization and masking of Shapley values could be useful ways
of decreasing the record reconstruction risk.

7 Conclusion

We have examined the record reconstruction risk of XAI methods based on
Shapley values using the attack algorithm of Luo et al. [7]. We also found that
learning-rate tuning in the optimization algorithms used by an attacker increases
the privacy risk, particularly for Adam and RMSProp optimizers. Using Shapley
values can enable the exact reconstruction of private inputs when both black-box
and attack models are linear.

To mitigate these risks, we recommend using synthetic data for training
black-box models and applying differential privacy to explanation values. Lim-
iting requests and access on MLaaS platforms could also enhance privacy pro-
tection.
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In future work, we aim to explore the reconstruction risk with explanation
vectors that use additive noise and develop new XAI methods to further reduce
privacy risks.
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A Algorithm in Luo et al. [7]

In the model investigated by Luo et al. [7], a user j sends a private input vector
x’ to a service and receives the output of the model f(x/) and explanations
about n features s = ¢(x/;x°, f) = (s1,...,5,). The attacker has an auxiliary
dataset X,q,, which is distributed similarly to the training dataset Xi.q,. The
attacker sends €,y € Xyuz to the model f and receives the explanation dataset
Sauzr = {0(@auz; T, f)|Taus € Xaue}- The attacker then trains the attack model
Y Squz — Xauw to minimize the loss L(¥(Squz), Xauz)- Finally, the attacker
estimates the original private input features 7 as @/ = v (s) with the given
Shapley values s. This is described formally in Algorithm 1.



Record Reconstruction Risk from Shapley values 15

Algorithm 1 Estimating algorithm using the auxiliary dataset [7]

Input: Black-box model f, auxiliary dataset Xg.z, learning rate «, attacked Shapley
vector s
Output: Estimated private input features &
1: Souz +— O(Xauz; f)
2: 0y < N(0,1)
3: for each epoch do

4: for each batch do

5: loss + 0

6: B < randomly select a batch of samples
7 for je1l,...,|B| do

8: (auz ) < P((Sauz)’; 0y) ,

9: loss < loss + L((Zauz )’ s (Tauz)’)

10: end for

11: 0y < 0y —aVe,loss

12: end for

13: end for

14: & < 9(s;0y)
15: return

B Proofs

B.1 Proof of Lemma 1

Proof. Denoting the model f as f(x) = 5o + 121 + - - - + Bnn, for any subset
S and element i,

f(®sugy) — f(@rs) = Bo + Z Brar + Z Bl

keSu{i} keN\(Su{i})

—Bo+ Y Brrk+ Y Bral
keS keN\S
= Bi(zi — a?).

B.2 Proof of Proposition 1

Proof. From Lemma 1, the i-th Shapley value s; is calculated as follows:

S|'(n —|S|—1)!
si= ) e n‘n = s - Fais)
SCN\{i} '
S|l(n —|S| —1)!
Y Bl S
SCN\{i} '

= Xi(@; — a7)
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where \; = ZSCN\{Z-} Wﬁz Therefore, the attack model 1 is given as

the linear equations of z1,...,z, as follows:

T; =00+ @181 + -+ anSn

=g+ ar(M(zr —ab)) + -+ an(An (2, — 23))

n
=y — Zak)\kmg + o AT+ ATy
k=1

=% +71%1+ -+ VYl

where v; = a; \; and 9 = ag — 2221 ak)\kxg. Note that this is a linear polyno-
mial of zq, ..., T,. If Xy, is large enough and the number of rows exceeds n+1,
the coefficients 1, ...,7, are correctly estimated by the least squares method.
A linear regression will give the exact input variables, proving the proposition.



