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Robust Audio Adversarial Example for a Physical Attack, Hiromu Yakura, Jun Sakuma,
IJCAI2019, (h5-index 67, #75| FB[E1#4 124, Core rank A*, $%IRK17.9%) w3 BEKIIRARNBOWSHIEE
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Adversarial
AR 7T E230) rExampIe EHEEETIV S4E - Rt m
(A BESEEFILE EEAN o
HE L L7iBs Fg A
¢ i;é::fﬁfgéw& “hello world”
(C) ZtR o
BERREETILE “hello world”
& e LB
FYSFILER audio AE T 19) \f
7 (HelloWorld & 3%23&%) | 7/
e EHTRN | X5 % EIRBIZ /LT
FER MM sE bR s o
U7 EES B AEMRE HLrown
Hello world (A) 36.0% 0.0% 4.0% 28.0% 68.0%
Open the door (C) 64.0% 0.0% 12.0% 16.0% 72.0%

EHR=REAE L CEMFT 2 EFAEDIERICTHSE T H TR

Robust Audio Adversarial Example for a Physical Attack, Hiromu Yakura, Jun Sakuma, 1JCAI2019
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64x64 pixel 128x128 plxel

AR 15%% IZB 2 %2 ANNIC ;trjﬁzidﬁ’]ﬂ/wm L,’CM% £ 5 artifact
NNIZ FDODEBEE A" REFIR” & 58389 5

Z 27T RNIZWGAN
A
| |
m(}n mgX]Evav log D (v)] + E,p, [log (1-D (G (2)))]
+AEznp, o~po|lLs (A(G (2),2,0),1)] , (4

WE, AEICNT2ANI ML ANy TFAVEROZ =T v b7 7 RIIWHT 2IEKR

Generate (non-software) bugs to fool classifiers, Hiromu Yakura, Yohei Akimoto, Jun Sakuma, AAAI2020
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s HEEAE(R—X 7 A V) Carlini+18

argmin Lc;ss(x+v,l)+8||v|| w» argmin LossMFCC(x+v), [)+¢€||v]|

FUSFLEE T ) audio AE =159
= N =7 =& o
. TIEEKK7£ (Hello World & 5835)

argmin|F b 20N (0.6%)

[Loss(MFCC(C%nv(H BPF (v))+w), l)+£||v||}

v 1000~4000Hz

BARRBIKEFLAREICNT 2R/ MMy A 0 R] BB (320-20000Hz
MEICXWT HA/X MM A7 ERE—H—bZTNICEDYE TEE
S R ST o EA EHTRY | XFH% EHURIZR LT
EBEHHRE LU | FERN | B AREM broshun
Helloworld (A) | 36.0% 0.0% 4.0% 28.0%  68.0%
Open the door (C) 64.0% 0.0% 12.0% 16.0% 72.0%

Robust Audio Adversarial Example for a Physical Attack, Hiromu Yakura, Jun Sakuma, 1JCAI2019
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* Detection methodology (2016) <CWIZE|Z L 5 #E3)ML
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bottom stroke nen
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LX) = — 3 Lag (%) + ArLr()] + AceLee(X).

X
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Unsupervised Causal Binary Concepts Discovery with VAE for Black-box Model Explanation, Thien Q Tran, Kazuto
Fukuchi, Youhei Akimoto, Jun Sakuma, AAAI2022.
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(a) Controlling switch 7o of concept mg (bottom stroke)  (b) Transition by m;
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(c) Controlling switch vy, of concept m; (middle stroke)  (d) Transition by m,
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(e) Controlling binary <2 of concept mz (right stroke) (f) Transition by mg
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Unsupervised Causal Binary Concepts Discovery with VAE for Black-box Model Explanation, Thien Q Tran, Kazuto
Fukuchi, Youhei Akimoto, Jun Sakuma, AAAI2022.
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