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Study on Audio-CAPTCHA by Di fferentiating Random Phoneme Sequences and
Semantic Words Spoken by Multi-speaker
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Abstract: Audio-CAPTCHA prevents malicious bots from attacking Web services and provides Web accessibility for
visually-impaired persons. In this paper, we utilize théficlilty for recognizing voices spoken by multi-person as

a CAPTCHA. Our proposal synthesizes various voices by changing voice speed and employing non-native speakers.
Moreover, we employ semantic identification problems between random phoneme sequences and semantic words to
improve the accuracy of humans, usability and security. We evaluated our scheme in several experiments.
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Fig. 1 Example of a Waveform regarding our Proposal 1.
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Fig. 2 Example of a Waveform regarding our Proposal 2.
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Table 1 Features on Sounds Used in Experiments.

Scheme Speed and Pitch Speaker

MGK [7] Fixed Native (Japanese)
Our Proposal 1 Modified Native (Japanese)
Our Proposal 2 Fixed Non-native (Spanish)
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Bl
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5B MR T 2 BB BRSO RBAED

A DOFRFEE D

52 ERAZE
5.2.1 #*&:%
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FEARFESRE] [21] 6 157D B EEEHIH L. 2o 157
EWV OB, ITO&EBERMT-T LI LT, HiEEER
L7k 3 5.

o TNENDHFED u—~TFHRITUTET DimERRE (Lev-
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o 50FTRTOXFTN, L7 &b 1 ODHFED I
FTELTHETS
o JRFEEILEIRL 20
o MGK 5 [7] CHAHFE L LTl L7z 127 f8f2 %
D
Spam& L THWS 7 v ¥ L7 X5 0E, Ham &7x 5 AR
FEHZEDRA LT E 2 — /SR LT B 1 o~ /L 3 7 5E A
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T%,D~V$§%K%Héﬁ%ﬁ%ﬁ4i@k%<@é
INTAER LT,
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EEEHSIE LA, L0 2EHEREL L TERETN 075 -
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CAPTCHA & L THERT 2 EF 7 7 A /Wi, Ham & Spam
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LTI Lz, FIEIL, 550FhEROFEFR SN,
Ham 72> Spam #4325, J74b b, FIHEICHIERTD
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*3  httpy/open-jtalk.sourceforge.rfet
*4  httpy/espeak.sourceforge.pet
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Fig. 3 Appearance of our CAPTCHA
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L, ZNENOFRELEEFEOLFETER LIZEF D, Ik
F—F¥y MIMZTZ. HMM O EE, HTK F2—
MU TNV DIFREREE N LTz, ok, T X LRE
BEINC DN THE, EBRICITERICERTE D720, I
F—Fty hELUTHALRW.

HTK OFFiRikiE, £ TOHEGENEME CTHELT 53 E
TIT - 72, SpamDFBFKIC OV TIE, HamUshoF 7 & B
FE TR LT AIERER I S LT o 2. ThUE, HTK

THEHFATT—L LTHRIENS. Ham O8Iz 2>\ T
&, EF 7 7 A MIEENDHEERE HTK 12405 & LT
5z, HaOmEFPHEEOWOIEEZ SO TELL@B#kTE
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WOTNETHER LI-WEZAWT, ERZ2EmR L. M
BT, html B2 () 3) TR L=
(1) HREHRUITH LT, Nyam= 12,3 Z &I 4{HDE 5

T ANEERTS.

(2) EF 7 7 A NVEWBREICHEEE LRy 5. BED
NEE, REFAD LICEELICW O Z D, RS
Wi, BEZ iz Eb 12O HamBEF1AH 5
T &, A OBAERECHEE RN BT 2 HIBRIT g
Z e EEMmT S,

(3) #BrE L, RIBEZLIC5 >DEFND Ham 2 7%
5. R, HEFIMSToNEETERAWTTY.

(4) HiBRE OMREZRNT H. FHFFIZOWVT Ham »»
Spam)> OB R EFH T 5.

BRI 2N CTEMm L7z, 225 1B LT
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DB LIZHMUTIEW, SMEW-EBRE L, A

K2 HTKICL DHFERT & LT RSO ST & Bt = [%]

Table 2 Conditional Probabilities of Words and Random Phoneme Se-

guences to be Detected by HTK.

Scheme | Npyam | PW=tX=H) | PW=1tX=1S)
1 73.00 0.00
MGK[7] 2 55.50 0.00
3 52.67 0.00
Our 1 27.00 0.00
Proposal 2 24.50 0.00
1 3 25.33 0.00
Our 1 34.00 0.00
Proposal 2 31.00 0.00
2 3 25.67 0.00
B TH-oT-.
524 =B 3

ARRTIE, AMOZE LRz sa L, =250
A=Y U T4 DEEL TS, £z, HBRENLOTER
BRERGLBBIT L. MERROT -2 2B RER
i, R 2 & TEE L2 BRI LT,

53 ER#ER
53.1 =E1

F 212, HTK IZ X D HFER T v & A7 E RS OB
BAEIRT

2 TOHFRIZBWT, HTK (X Spam% Ham L il L
2. ZOHEHEIL, TUF LREHEIINEE L E SR THE
MENDTOTHD. BEIHR[T] OFEFEFERIZ, HTK
X7 X LRSI SRS & LTI TTE S, S
POHFEL LTRELE.

Ham O DWW TUE, FEFEDSARMEDIE NN R L T
WwakEZLNS.

MGK 5%, Ham & 7 B ARICIRRE 70 U8 2 i < 720

T, A OEWRRERE T OEEET VAT

%é.%@t@,Hﬂ(imm%mw%¢T@MLt

RN T, HEDLICEEIEEDOERE L Yy F R
FFOBFR 2 BEIERTE 5. FBET VL, FHETA
N E B ORNGIZIEN TE A RFERETT L LD,

REFHN 2 TlE, BEFHARICTI5E Db ORREY,

FHEETNELTEETILERDS. 2L, #FEHFK
1 &3 &, HFET UL 2 8R0S &
W, ZO70, HTKIZE > T, EFRN1OFR LR
WMLOBWERIC -7 EZBNS.

Npam 23K E W E Ham Of 3R MK 3 2 iz >0

ThE, =— )R L HEESR 167 &, BRI S 7= Ham
BICHBMRH S EHEH LTS, Nyam= 12,3125 L, #F
fili L7z Ham#%i%, £ 24 100, 200, 3004 72 5. Nyam= 1

TIEHTRTOHEENMEA SN DT TIERWO T, TORE
HTK O DIRWEEENBRA SN TV D FREMER H 5.
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Table 3 Conditional Probabilities of Words and Random Phoneme Se-

guences to be Detected by Participants.

Scheme | Nuam | P(Y=H|X=H) | P(Y=H|X=S)
Our 1 87.58 7.03
Proposal 2 82.81 7.29
1 3 88.54 6.25
Our 1 96.88 4.69
Proposal 2 64.06 8.33
2 3 56.25 6.25
532 EE&?2

#£ 318, NHIZEDHFEL T v & L7 F 58| OF8R 5=
R

Az & 5 SpamdiBifk#ix, #2457 AR Nyam (KT
LARWVWEVWETH S, AMITMER-EFFICHL, Bk
RN TE D720, HBIZIH~ 5 & Spamo ik’
R0 EEZLDL. £z, ERI&h=EsE, EE -
VS AR ENEET A2, BEAREIHIEAT
B&HbY S50, X-oT, Spamdk vV AN H 5 =
EbHEHIEND.

#2270 1 O Ham OB IZ OV TIE, Nyam (2HAF L 72
WEIWEZRLTCWD., ZOMENBE, AMITEEE
Ry FOEBEIR LT, HIHREFIRZFEMN TEHZ
ENRbNns.

£BEHA 2O HamOZEFHIZSWTIE, Npyam=1 &2
DATRERER DS, ZOHEE LT, #HREICH 2T
Npam > 0 DEIFERDOEENH D & WD IR ERFT LTV 5.
BB 1Y, MBEICE ENDEF DT T% Spamis & ik
LA TH Nyam > 0 DEERIZ L - C, o & & HL
DT WNWEFE Ham A TE 5. Npyam > 1 DA,
FEAROHIW S 72 SN 7=3E, o Ham O3k IT LM L T
LED.

RGR 2128B1T 5 Nyam > 1 TO Ham @Bk B 2ME L it
DOHERELTIE, HRALBRDIRFEOEELEZ LN
5. ANHIC & - TlE, EHEHIENRWIEEEE, BB LA
TEREEITHAR TR LIS W EHEHITX 5.

Npam > 0 O HIFR DO BB T 2GS E LT,
Nuam > 1 DEBFHERIE, Nyam= 1 OF5E- L0, Eff’e Ham
DOBFHHEERLTNDEEEZLND. 9 Thiud, 7%
FRLTERLZEFFIRE ST 20012~ T, AR
DTS T WNEWNWR D, ZOHEFROMERRIL, Nyam > 0 DF
WA B2 IRV A DERPLETHD.

53.3 X3

PRF RN LI B F 7 7 AV T & OB %,
FKAITRT. RADOFREFIT, £ LR - f/hodl
PRRFR 2 80 L 7R O 7 — X 13 & . A RIS
I, B OEAERMARANCE LR EE . REFR
WZ K> TEFROFAERMONEL N B 28 ML, R

R4 WHRELO LEFT 7 AV 1 B2 OfERR [1]
Table 4 Response Time [sec.] for each audioffile

Our Scheme| Response Time Variance | Duration for a Question
Proposal 1 23.7 18.1 8.8

Proposal 2 25.3 12.2 11.2
+1: Each audio file consists of 5 questions.
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. . .
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4 MGK FRTHERM I - 1 fM 72 ) O B8Rk v ==
(Pm)
Fig. 4 Machines’ Success Rate for each Questi®p)(regardingMGK-
scheme.
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Table 5 Comparison between Conventional Schemes and our Proposal.

Scheme NHam FRR | FAR | F-ratio
reCapch# - 0.53 | 0.586 | 0.440
1 0.078 | 0.766 | 0.373

MGK [7]72 2 0.078 | 0.680 | 0.475
3 0.078 | 0.668 | 0.488

Our 1 0.098 | 0.576 | 0.577
Proposal 2 0.122 | 0.568 | 0.579
1 3 0.089 | 0.571 | 0.584
Our 1 0.039 | 0.598 | 0.567
Proposal 2 0.221 | 0.588 | 0.539
2 3 0.250 | 0.572 | 0.545

t1:  The values oFRRandFARare referred from [3] and [6], respectively.

12:  The value ofFRRis referred from [7]. Tte paper shows just the results of

P(Y = H|X = S). Hence, we suppod®(Y = H|X = S) = 0 that is the best
case foMGK-scheme.
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