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Abstract: Recently, there were some incidents in which large amounts of personal information were leaked
via malicious insider. Since then, organizations are required to prepare countermeasures to deal with insider
threat. To reveal the connection between the hypothesized causes of insider threat and malicious activities,
this study conducts an experiment using an e-learning website as a pseudo environment for insiders. The
total of 100 subjects, collected via crowd-sourcing are divided into several groups with a different cause of
insider threat. The numbers of malicious activities for each group are observed. The experimental results
show the statistical analysis that reveals the correlation between the hypothesized causes (e.g., personal

attributes, environment, and record) of insider threat and malicious activities.
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Fig. 4 Screen transition (normal).
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Fig. 5 Screen transition (abnormal).
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Fig. 6 Probability density function of elapsed time T; for each

material.
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4.1.2 ¥MERZFTEE
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BT R R ZHMOMEREETRL VD, L 2id
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Fig. 7 Scatter plot between elapsed time T; of the 1st lecture

and 2nd lecture.
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Fig. 8 Scatter plot between reading speed S; and number of

characters C; (the 1st lecture).
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Fig. 9 Scatter plot between reading S; and number of charac-

ters C; (the 2nd lecture).

DEMOLTH A C; L35 &, i T H OHM O
Si [CFH/ 53] 12 S = G x 60 THALNL. M8, K9
32 INE E 20 HICBITAEM I L OFMEE S, &
M OXLTIC;, OBAKTH 5.

i 1L EH, 2 BB OFHMBEE S1; & Sy OHENG AT
DEYFRE DLTIZRT.

S1; = 3.62 x 10% 4 2.49C;

So; = 3.81 x 10° + 8.92C;

M8, X9 o, BEXOEEE 95%DF X HT
H5b.

F3EFEMTLOLTEC BT HX#ERKT & D
TR EE Sy DY puyg, pos, EIEE 95%DF X O LR
i Si;T, Sout THD. KREFZETIRFMEE S; 25 3 O L
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%4 Ry

Table 4 Number of users for each attribute.

A B C D | &t

pER 2k 8] 10| 13[ 12| 43
HE 16 12 14| 15| 57
20~295% 6 6 7 6] 25

. |30~395% 11 12| 14| 16| 53
T 40~497% 6 2 5 4 17
50~595% 1 2 1 1 5
=B 8 5| 15| 11| 39
F¥Em, FEER 4 4 3 6| 17

JHENE 2 3 1 1 7

WEE [/ 3=k T Ah 1 3 2 3 9
Z D 1 0 1 2 4
e 7 5 5 4] 21

FAE 1 2 0 0 3

it 24| 22 271 27| 100

x5 ALEFLHEAEL -V
Table 5 Number of users who performed malicious activities

for each group.

(1) WiHER G [ (2) b AR e e | HHTMLY —

N " Py [€)¢:EFSEF R
(7748) (7748) (F8) (F48)

1-1 1-1 1-1 1-1
Al 24 6| 4] 5 ol o] o] o] o
e BL 22| 4] 2 6] ol o] o] o] o
c| 271 9| 5] 11 o] 3 0 1 0
D| 271 9of 4 1 0 1 ol o] o
&t 100 28] 15[ 22 o] 4] o 1 0

itz bolo7-& &, RNEFZE L.

4.2 RAEEROFEEI-TH

RA4EFITINV—TZTLOREBENL—VETH 5.

421 FIL—T7Z¢&

K5 I2335HICEDL N —THNOREER 254 &
Hoa—HKzERy. 22T, NIZV—FTena—+
BThb., EAERZOLGNE, ZilPICAERR E A
S =Y, A5 T (F8) 1-1]) 13525 1 I H 0HH 1
TARIEFS 2 A ST —FHTH 5.

BRSO AL NIRRT A S OPIEEHIEE K O FK R
1238 LT b,

4.2.2 BRAZE

X 10 (&5 1 MHICBT 5 (2) #HM KGR EOAIES
SFOFELEEOWAINTH L. HEHOMHEIE 0 AIRIEHSR
L, 1 PAREFERH ) 2K L TWE.

423 F>92¢&

AIEFHG (1) WEBREN, (2) BMKFRREOFEA: 21—
Y8z T 7RG LR EZR 6 ITRT. 7 7134%
HEDTo 5 BRI L7 (8090 MLk, A:80SLL
£ 90 SR, B 70 Sk 80 SR, C - 60 sl E 70
AT, D 160 sEA) .

4.24 BMEZE

AIEFEG (1) WHBRBEN, (2) BMEFREOFA 21—

P2 BEIICER L RER 7 1ORT.
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Fig. 10 Scatter plot between malicious activities of 1st lecture

and score.

®6 TrUhl, ZHEOERIAERESEAEL -]
Table 6 Number of users who performed malicious activities

for each rank.

ZakmEs | Fvo N | EiEEE R | B R HiEE
S 32 11 10
A 36 9 6
=1 EE B 20 5 4
[¢ 9 2 1
D 3 1 2
S 65 22 14
A 22 4 7
a2 m B B 8 1 1
C 2 0 1
D 3 1 0

® 7T BMHIANEFRRIEELE L -
Table 7 Number of users who performed malicious activities

for each attribute.

N | SR R | Bkt Ailel
B bk 43 12 8
FE 57 16 15
20~29%% 25 7 12
i 30~39§z 53 13 7
40~49%% 17 6 3
50~595% 5 2 1
248 39 13 13
R A dm, AR 17 6 2
T 7 0 !
W (=K, 7T sgh 2 4
Z DA, 4 1 0
ER=£ 3 21 6 2
A 3 0 1
4.3 FiE

4.3.1 JIV—=T7Z¢&, ZHERK &

R8IV —TT L, ZHENHT L OBREOERHERT
H5.
4.3.2 BEBEI L

BHI DT 7 & A DR DA
ZNg ks
X 11 1R,

#E T LT 5.
B 5155 L WAL O &5 T, OB
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K8 HBr (FV—T7TL, ZMHOHKIL)
Table 8 Scores for each group in the 1st and the 2nd lecture.

B AEEI Zam2lal B (s
A | B C D | aAl|lB C D
FE) 84.8] 81.6] 84.8] 82.6] 92.8] 88.5] 88| 86.1
EuEE] 8.8] 12| 84| 9.6 6.2] 107] 149] 173

100

90
%

70

60

T T T T T
0 500 1000 1500 2000
sum of elapsed time Ts[s]

11 ik 1 I H ofF S LR OG5 T, OB
Fig. 11 Scatter plot between score of the 1st lecture and sum

of elapsed time Ts.

5. &

AIEHELR (3) BEENZ, (4) HTML Vv — A EfEE O
flilg, LB IEFEID W0 HEZE L. 72, K 10,
#6 L0, Brll, 70N EERDOFEEY, 72,
B 11 & D ARER), SRR ORNEREROFARKIZL
WCRELREVPRZ TN o7z,
RETREIANEFROFER & NEILTH R ERO MR T
W20, 1A 2FHEIC L MO WEZIT- 72, M
MR SNAZERICOVWTI, EOBERPIARIEFRO
FEHENCREN BB 52 TChW DL a2Hhs/z0, oY R
%477Eﬁﬁﬁ%ﬁof 7, OV AT 4y YRS
2 & 0 AEE, PRI BESE BB LT ERT KA
%) OB LAy A e HEH L2, &b, v X
HiE, REFLROHAET HHER)/(AEFROFEEL 2w
=) TEDOLND

5.1 WIMEDIRTE
5.1.1 Ji—=7

REBOERIIF 41255 B, MR, £40, BESD

ﬁ DWTEELAMEEZ LTBLF, V- FIZgal
WEICGHBLTwhw, 22 CEBHEICBITL 7V — 7
kowfﬁa&%#%%#%%%%Kﬁﬁﬁétb,ﬁ@
Hy & HIIZOWTHHEDI=3Dh 1 2 /-RELTTD.

JFHARGL Hy - 42D 7 V=TI TH 5.

VAR Hy © 4 207 )V — T3 Tld 7 e,

ARG R AR 9 ITIRT.

29 OHHHERDS, TRTOBRICBWT pHIZEE
KHES%EL D HRE VDT, IR Hy I$FEH S
FD20, FBIEICBT L7V —THOEIFERERDOTRE
B L RITTIIETIIRwWEEZE O,
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K9 A 2FBREOTHHER BTN — V5

Table 9 Results of chi-square test. (Number of users for each

attribute).
JEE x? |ar| P E%
R ik 1372 3] 0712
Pk 0.614[ 3| 0.893
20~297% 0.120 3| 0.989
s 30~39§ 1.113| 3| 0.774
40~497% 2.059( 3| 0.560
50~597% 0.600| 3| 0.896
Fegan=| 5.615| 3| 0.132
B, ST 1.118) 3| 0.773
LN 1571 3| 0.666
¥ |/ S—=hk TAAk 1.222] 3| 0.748
Z DAl 2.000| 3| 0.572
¥ 0.905| 3| 0.824
A 3.667] 3| 0.300

® 10 A 2 FHREDOSHHRR Fbh 1-1 Ghlgfrt) OREZH)
Table 10 Results of chi-square test. (Number of users who per-
formed malicious activities at 15 lecture’s 15% chap-

ter for each attribute).

. ‘ HE
i x2 | df | PfE e

Fobr1-1(Famaett) 1.267 3] 0.737

5.1.2 HBEEM
IR R ARIEZ D7V — TR > TOBL Th vk
WD 2720, HBORETRIEE LIz PRzt
72 #5011 EEED) 1, PIIATHRER % L S
BAHRNCAEHEEZ L L 22— FETH L. Zh5DORIE
ZRNZONWT, N — T TENRD LDEHERT 5720, K
D Hy & Hy (290 CHMEDE= 307 1 2 Jog 2479
SR Ho 4 DD 7 V=T 3MITH 5.

KSR Hy 2 4 DD 7 )V — T3 Tl 7w,
AR Z FR 10 1SR

7 10 DATRER D 5 WELATRE S E IR & G- 2 5 1 DB
B#H BT A REEIE, 4007 b — 71280 THI
SELTWwWE EEZ LN,

5.2 JI—TEREFTH
5.2.1 JR3CM%

BAREFZOREL—FHE, TV —T T THERE
WD DPRET 5.

#5450, (1) MAEBEEFRORNEEL, 0TV —TF
WAL, FV—THoOESERO RV, LA
HMEELTWETZ V=7 D (BEHRZL) X0b A2 BOJ)
Whizwv, Xo7T, A, B, C OERIZ, (1) OFEHIZIE
WEEHZTwuwv, LaL, (2) #MkGREDOARIEE
X, DDO1ZIIHT LT, A, B, CH5, 6, 114 WTFhLd
W2 TWwh, ZZIMLrOFRNEND T EZ 5.

ZFIT, (1) &£ (2 122WT, FNFNRD Hy & Hy |12
DWTHHE DI =307 1 2/ MEEIT).
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xR 11 T I AT 4y 7RSO (70— THIARIERS 5
Ea =)
Table 11 Results of logistic regression analyses. (Number of

users who performed malicious activities for each

group).
P M | ARMERGE | ZfE PiE | HE
(Estimate) | (Std.Error) | z Value [(Pr(>[z))) | &
(Intercept(D)) 3.258 1.019] -3.199] 0.00138] **
groupA 1.923 1.136[ 1.693]0.09044| .
groupB 2.277 1.125] 2.023] 0.04304] *
groupC 2.883 1.091] 2.642] 0.00824| **

SRR Hy - AMEOAFEE 7V — 7 (FER) (37T
H5.
VARG Hy - RIEOF#EE 7V —7 (FERH) ZHHE D
H5.
(1) T TH E R LB
HAtE 2 = 1.921, pfEIX 0589 TH -7z, L7zd>T
FARES%RI D L REVDT, IR Hy I3EH SR
W,
(2) #M AR
WAt 2 =10.76, pMEIX 0.01306 TH o7, L7z
T, SNDHEAKIETIFEAG Hy TR S, 7v—7T
CICHBELEND .
5.2.2 OJZX7q v 7EIEIH
EOBERNPRELFEELTCODL 22N T 5720, 7
V—7 D %Fi#EL LT, A, B, C DAL} LT
VAT Ay IR EAT o 72, I’ 11 I H B R Hobt
KR EDRNIERGIREL -, SHALKE 7V —T¢
L7zE0Ou Y AT 4 v 7 MIRGH OSHERE R,
TNV—7 B, CW [HMKGRE] (TEEE52Tw5
ZENGDAH, BRI CE pEAT0.01LLFTH D, 9% D
BAMEEZTH->TBY, FLVWEZELH5 2 Tn5,
MEFHGOREMERE p, 70— 7T L OHEM (R E
) % xo, 1, ze & LTZHEOUOY AT 1 v 7 BT,
1

" 1+ exp (3.258 — 1.9237, — 2.277x;, — 2.8837,)
kb, ZoLE UVAT 4 v 7EBOMEKTH LT
v MR,

p

= —3.258 +1.923x, + 2.277xp 4 2.883x,

p
1
o8 1

THab. % &, v Xt (odds ratio) THY, FN—7F

A, B, COF v A LIFFNZFN6.84 1%, 9.75 1%, 17.9 1%
Tho7.

5.3 BHEEARETS

5.3.1 JRIM4

BEARIZBIT 215, T8, BEEFO BRI EE
ERELGZTOW RV EHRT 5720, SREFRRO%
-, BT EICEDT DL 00T 5.
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& 12 A 2FBEOOATHER (BRI LR RIEA T — )
Table 12 Results of chi-square test. (Number of users who

performed malicious activities for each attribute).

. ‘ HE

RiEHR L A e R e
PRI 0 1| 1.000
(D) FERRLL [ 44 1.120 3] 0.772
Tk 5.060 6] 0.536
PER] 0.450 1| 0.505

@B ARFEEE | L£4 12.00 3] 0.0074] **
ik 9.730 6] 0.137

R 13 TV RT A v 7RG OGHAER CERBIARE RS E
Z—HE)
Table 13 Results of logistic regression analyses. (Number of

users who performed malicious activities for each

generation).
D Heef | EmvERRzs | zf| PE | AR
(Estimate) | (Std.Error) | z Value |(Pr(>z)) | &
(Intercept -1.8827|  0.4057| -4.641| 3E-06| ***
(30~397%))
40~495% 0.3423 0.7546] 0.454] 0.6501
50~595% 0.4964 1.1894] 0.417] 0.6764
20~297% 1.8027 0.57]  3.163] 0.0016] **

BRI O (1) B BRI & (2) Bob K& O AR IEF
SIS —VEIZOWT, FNEFNRD Hy & Hy 1220
TOHA 2 FMREZAT .

TR AR Ho @ AEOA ML B TH 5.

XVARR Hy » AIEOF & B 2SS 5 .

SRR TR 12 IRT.

12 OGHHRERICB T 2 FAG D (2) BM KFHDOIE O
AIEFEGIE L — D p I 0.0074 TH o7z L7zhT>
T, 5%DFBARUE TR Hy (3FEH S, FRTLD
EWG D DR TE T

ZoMoOBEHICBVT pEIFAECE R 272, Lz
Mo T, RERIZBWTH, BEOZIIANEFROHA
ICHEZ RIZTIIERELE RV ERKROT 5.

5.3.2 OJ X7 ¢ v 7R

(2) BM RGP EDFN T L DEIZOVWT, EDFMAH
RECHFREL T LD E#INT 57280, 30~39 iz At &
LT, MsERDBHERICH LTa Y AT 1 v 7 [R50
Aoz, F 13 ICHWERZ ZM KM E DN IEHLE
A=, HEREERE LEGEOU Y AT 4 v 7
[O)5 53Hr Do ATAE R 2 7R Y.

A 30~39 7%, 20~29 A [FEM Rimhg ] s 8%x
H2TwbIEDahnb. FHi220~29 5% p A% 0.01 LA
TTHY, 9%DOAEEKEET EH->TBY, FHLWigEz
HzTwh,
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