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Top 1-5 # RESIPs T

Spam 8,200  36.55%

Malicious URL 7,305 32.17%
Brutetforce 3,325 14.64%
Suspicious 629 2.77%
Dionaea 618 2.72%
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(b) RESIPs responded to our probings.

f~Fi+71=
Device Type Num (%) |
router 114,768 48.42
firewall 25,088 10.38
WAP 24,470 10.32
gateway 22,003  9.28
broadband router 17,358 7.32
webcam 13,024 5.49
security-misc 10,608 4.48
DVR 4,249 1.79
media device 2,580  1.09
storage-misc 1,988  0.84

[2]Xianghang Mi, Xuan Feng, Xiaojing Liao, Baojun Liu, XiaoFeng Wang, Feng Qian, Zhou Li, Sumayah
Alrwais, Limin Sun, and Ying Liu. “Residential Evil: Understanding Residential IP Proxy as a Dark Service”,
2019 IEEE Symposium on Security and Privacy (SP), volume: 1, pp. 170-186, 2019.
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AATEERF R CHAISNERRERARLZ H 0T, ISPIENTT-
KDDI- Softbank® IEIZRESIPTRRA AV % Hhr o 7=

3. RESIPY—E XDQOAEF D B ML A4 H\?

A168FHIELDAX T HDIEFESN, TelnetZiRAIE
L=t DM &BZE D o=

133.26.240.58 2017/10/20 | Luminati | ocha-mobile58-240.mind.meiji.ac.jp
133.11.114.249 2017/11/1 | Luminati | g.h.u-Tokyo.ac.jp
133.70.80.19 2017/11/6 | proxies gw19.shizuoka.ac.jp
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Proxy Use Cases
ication, sales intelligence. or social listening, we've got you covered with our wide array of solutions
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Proxies Online(77 *1) A1)

Geosurf(A %)

$44£(2017)[2]

S300/month

M (BRE)
YAr®D nIEHﬂit)];h'
S450/month

ProxyRack(7” A')7)

S40/month

S80/month

L Luminati(7Z A7
IAPS Security(7 A')7A)

S500/month
S500/month

$12.5/GB+5$500/month/
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pamg | S5 | mamw | P HS S Al
R 12,766 26.1 26.0 17.8
)| 3,094 6.3 6.4 6.2
B4 2,940 6.0 5.2 5.7
KB 2,917 5.9 6.7 8.6
e 2,544 5.1 4.7 4.3
FIE 1,912 3.9 4.0 3.7
"E 1,722 3.5 3.5 3.2
& 1,266 2.5 4.0 4.0
B ] 1,083 2.2 2.2 2.7

not found 6,619 13.5

H 48956 100 100 100

[3] TLALT—RTv2018(TCAHR),
https://www.tca.or.jp/databook/pdf/2018chapter_2j.pdf
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FAf TRLRH BE 2LD NS Hk=)
och.ne,jp 7,468 15.2
au—net.nejp 5616 114
plala.orjp 2,900 5.9 90.8%
dion.ne.jp 2,528 5.1
not found 2,441 49 ac 91 0.2
so—net.ne jp 1,966 4.0 co 9
mesh.ad,jp 1,935 3.9 ¢0 ,
eonet.ne jp 1,305 2.6
home.ne.p 1,209 2.4 il 1
nttpc.ne.jp 1,116 2.2 ed |
&t 48,956 100 &t () 38,946 100
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NL X%

EIEE TRLag | mae | TTTHRERS
NTT Communications Corporation 10941 22.3 34.2
KDDI CORPORATION 8301 16.9 12.8
Japan Nation-wide Network of Softbank 7781 15.3
Corp.
Japan Network Information Center 4756 9.7
Sony Network Communications Inc. 2544 5.1
OPTAGE Inc. 1274 2.6 5.4
BIGLOBE Inc. 1230 2.5
Jupiter Telecommunication Co. Ltd 1209 2.4
Chubu Telecommunications Co.,Inc. 1125 2.2
ARTERIA Networks Corporation 965 1.9 2.3
Ei 48956 100
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EETTELA FATHR TOERI B pi=VAv e A2
43.249.57.255 8 ProxyRack 62,669
187.120.17.2 34 Proxies Online, Geosurf 35,353
200.170.223.50 7 Luminati 21,676
103.29.97.2 8 Proxies Online, Geosurf, 17,004
Luminati
165.73.122.29 14 Luminati 16,127
212.90.62.209 Luminati 15,142
43.248.73.6 90 Proxis Online, Geosurf, 13,425
Luminati
190.57.236.230 18 Luminati 13,388
112.196.77.202 27 Proxies Online, Geosurf 13,061
125.99.100.22 10 Proxies Online, Luminati 12,952
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399,250
1433 MSSQL 144,928 8.6
80 HTTP 97,780 5.8
22 SSH 49,767 2.9
2323 (Telnet) 43,310 2.5
I
2222 (SSH) 16,838 1.0
3389 RDP 9,782 0.5
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46.161.57.130

2017/10/23

proxyrack
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46.161.57.189

2017/9/20
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