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Evaluation of some Attacker models with distinct Background
Knowledge of De-identified Dataset

SatosHr ITo! Hiroakr KikucHr! HIROSHI NAKAGAWA?Z

Abstract: Before de-identifying datasets, we should suppose attackers who try to use the datasets for wrong
purpose. The risk of attackers re-identify individuals from de-identified dataset depends on what background
knowledges they have. However, it is not known what kind of background knowledge raises risk of re-
identified most. In this paper, we model attackers with representative 10 types with distinct background
knowledges. We evaluate risk of these attackers for Online Retail Data Set by mean of probability of record
to be identified.
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