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B1IE FFim

1.1 AFROER

AR, W EEEDOEEMELTWA. ZOHTE 2009 2 o EH LB S 7= Bitcoin[1] 1%, E#
MR E L, EE2EBRAZESEVEGIITELZL VWO RENHL. 51T, RTORFNIETRY V7 F = —

IZELER I NTH D, HTHLHERDVTEETH S, Bitcoin DV 4 Ly b ELERL TWD 21—V, F
)ﬁ%ﬁ?@%ﬁﬁﬁf%otﬁ%ﬁmﬁ’i%%mﬁi@ﬁbemé[]%@—Ef A&
BB OREBENRH T 2 HEBFAEL WS, FIZIE, 2014 FEICE MTGOX (¥ Y Y hdy
2 2) #IEBERI 85 Yy b aA Y, SEIT LT 470 MAFE AW A L TWE 2 AL 72 [3).
2018 AEITIE a1 V' F = Z A 51 580 (M D RALEE NEM 23k U 7= [4].

UL, BEAEDREWESHONTWED, ZoELEEIEY ha1 Y7 FLVA (BAURT FL A LI
R)WT VR LRRGTHERINT VWS Z LIZEIWTED, EROINEI»SFR—2—HIZ X 50H%
DIBEGITHAIRETH D, 61T, 2TORENET Y 7 F 2 — VTR EINTWBE-OMRT 5
ZENARETH D, DD, =YWy haA VEEIETS 2 L THARRBREIND ATREES H
5. ZOEZMEIZOWTIEWL D0 DRITHELRD 5.

2013 412 Meiklejohn 51, REDEFINR =V PSR~ —PDEHRTET7 KL A2 7T AR
VITEBI YRR L[5

2015 4E1Z Dupont 517 NV ADHEGBIRL O A IZIEHL, T RLVAZEHELTWS I —F DX
ALY —VEBNTELZERLUEZ[6]. LU, BAda—Y CHRORFEICERHT S Z L&
HY, FYIHAKEEIE 2% F->T W, 612, 1 2—HIZ/LULEE 1o LY -V %
HERIL T Wz,

Z ZCARMZETIZ, RHEERE D &I ARERE UTT F L ADOEGIHHE & kB a1
HT 2. 276, 2a—YFITLICHEIZT5MHFRRE->TED, 7RV AZEMIEHAITRENE
B, IS5V EEHTLIENTAETHLLEZLINLTHS.

1.2 AXHROEH

AWFEOHMIE, 7 RV ADREISHE L EEEEED, ENIFET RLADELMEICHEL 5 X,
BNENZ VAR HEDE2ASLIZTEIE, 7T RVAORBIKANS, ENUEEXRA LY — V%
HMAXNBZVRAIZDHENEHSNIITERIETHS.



1.3 AFEDHERK

ARIE 5 BETHHR I NG,

o HH1E : KWOWIEHRR, HNZAEAT.
o W2E  ADEMER L, BIEAEIZOVWTAENRD.

o H{3F : 7 NV ADMBIHHE L XREEAZH N, 7 RV AFHTFEEZREL, HEIZOW
TRHIISEER 217 5.

o A : 7 NLADEBILNIEH L, MEREE WX A1 LY — Vil FiEz2REL, K
EIZDOWTFHEER 21T 5.

o WHE : AWDX L HZITD

o 1% A : Bitcoin 22—V D7 v — b AEZTD



B22E EREFR KR

2.1 HFE®H
2.1.1 Bitcoin & &

Bitcoin I& Nakamoto D& [1] 2%z, @O REHE 2 F5723, 2009 4£ & 0 #HAAFIE X
NS BETHD. HEBITEDIIEESTELZ L, HEIFER R, BELAESEVE WS F
MERD. BEIOBGERHAR, Hizmey haA voRFiELTca—YicksTirbha., €y ha
4 VOMBNZET 2R LEIETH Yy ZIZEMI NG, Tay 2310 0 LEAER S n, &1y
IW1IDOHIOTHY 7L ERSTEY T uy 7 Fz—VEERL, EEHEINTWS, 7y o®
H 512 B9 % 1&¥ & Blockchain[7] THERT 2 Z L DSA[RETH 5. Bitcoin (Z1% 2100 5 BTC 34 E
[RELTHRDSNT WS, 2D ERICIE 2140 EZAICEET L RIAATH S, =Py hao
VEETLZOIZT ALy PEMEENSEDEMHT S, U4 Ly MZIE Multibit % Bitcoin Core
X, R=NR=T ALy beWVIELEDNH 5.

2.1.2 7KRLZR

Yy b aA vOkEZEE 1A12P1eP5QGefi2DMPTfTL5SLmv7DiviNa & Wo 7z & 5747 KL A2
DWTIThbNd. 7 RV AFEI—FDER L 72 ABIZ Ny & 2 B8 SHA256, RIPEMD160 % i H
U, Fxv 73 L%EBIUZEIC bases8 THEILLTWD. #-TT N L AIIREDMA%ZFET
52N ARARERINETH S, TRLVAE ALy ML TEHIN, 1 2—FPERDOT NL A
FiETHZLETEETH .

2.1.3 HY5|

A3/ — RO P2P AR T, BB TICIERME2ET 5. BEI 21757201217 RLAR
MBI D, R2VIZHEIOEEERRT. €y baA VEBIEATEHAID 2 DD 7 1 =)V K9 55K
5. AN EREDT RV A%, HNZIZZWEDT RV AL ERHHEZIEET S, EHbo6DT 1 —
WREEBDOT RVAZRBET LI EDNHARETHS. M24DEHIZ2—FXA2—-HFYIZEY b
I VEERTDHEIEE, TRVAAZANELTERKELTT RVAD 2f8%E T % Z & T Bitcoin
DREEEITOIIENTE S, BB 7oy Z7oduiigsng. 7oy 7138 10 212 1EER S
THED, 7y IHERINDG Z e THENEAREZRS. 70y 7 &2ERT 57203 RREHHE
MRELR 5.



%= 0.00643075 BTC ($5.81) Biszfuiﬁ ;Eslf 93@;5
itstamp b

PRS- P APOA e IR I ml

seminar HRIEDZFFMD 7 RLZATYT  1IMBRNCK8HYveyWsZqXpERLQ5H75Uj9CBi4 )
0.00643075 BTC ~ ($5.81)

NI
&8 0 BTC = § 0.00
ki) BRICDRIFRD 7 KL ATY
)L HERFET7 LR

- |IMBRNCK8HYveyWsZqXpERLQSH75UjoCBi4

CHRUALY S

¥ 2.1: Multibit O &

#2225 DD Txy,... Tes 270y 7 06%2RT. £2.2DHITIX, AT KL Zay D
BENE T, Txy D244, a3 DEGBEINE Ty D24, a5 DEBNE Toy D14 THB. £72Tes DATID
as DE S, FA—T7 RUVAPEBIEEINEZEH 5. BHEIDEL T Tas DESICH T KL A
D1IDITEBRHEDT NV R a3 2HHETS. ZOMHIE, WIITELEZBAD ZZITWNE72DTH5.

Ty I EIAZ VIR U A= YIEHM e UC— Oy NI VEZITIMAZ LN TE
5. WiNEZITESEENET A Y R=ZALIFENTH Y, 220 Ta (IS TH. AHWT71—LR
FEATHY, HINTITRMEZ TS T RL R ay ZIRET 5.

2.1.4 JOwy

JuavyzidvuaysFr—rEREHKTS. JuvsFo—iE, By haAq v ERERHI A
ZRHIET A% ENRH L. Tay 2 ERETOSDIRI—YTHY, P Tay ZAEKL -2
WINE LTEY haVEFIZANSZ EWRTES, 70y 724K T B/E2IT Proof of work & IFE|E
NTnW5.




aw O BEORSVYIvaYy A

FIFSATAE: 0.00000000 BTC
AT 0.00000000 BTC

a5 0.00000000 BTC

2.2: Bitcoin Core O [H|[H

ANT3epNEueaabHEUNNUAAOLZHBZCRNT

PRIVATE KEY / WITHDRAW

‘322a8L4q8CERNC

1PualzgWZToYVnMUMBHGBBaRfBU4a7fLUY
X 2.3: R=N—"7x L v b

2.2  fERAR
2.2.1 Sarah

Meiklejohn & DSEATAFZE [5] 1k, ©w haA VOWNBIOBIZEHINS, TRLVAZIZFIAX) v
T UM Z21T> 2 L TEMEEZIPS NI B Z &, Bitcoin GO REMKLRZE{LD SN, TDEIZ
& % Bitcoin ¥ AT LANDE, LPIRPFHFMEWTHHASINZE Y baq v oBRMZEHKNE LTW5.

T RUVADEMEZHOZT 57202, T RVRIZXIMNIF 2T FiEEHONTWAS.

X267 KLVADIFAR) VY ITOFED—DL UTHNAINT WS, ¥y a1 YOG T
ANT RV ADEME IR —THE720, M26DEIIZANT RVAD 2D EH B & 5 72HH 1,
WEl 2B >7-8%E, TRUVAABCOEMRE IR -THELEDTVS

7 RV ABOZAZE R 572912, Change Address £\5 7 7 AXF1E22.7 HHWT WA, Change
Address EI3EHD T RVATEH L TCWALEY haA V%2 1207 NLAEET S HIETHS. W
RER Y LT, 3,384,17T9fHD 27 T AR —NTE, TOHTHEHER DD -2 DX 2197{HTH Y,
1,800,000 7 KL ADEHZEEZFFEL/ZE Vo T WD



# 2.1: HUBIHEdE

74 =LK ]

Version GBI DBED N —IDN— 3 v

Input Counter | HU5| D AJIEK

Inputs Bl DO AN T—X

Output Coutner | B3 D H 1%k

Outputs sl o7 —X&

LockTime Jay 7 EFE I Unix XA LARYS

#* 2.2: 70w 7 NOHEEHR

ID | ASi i ERE 1078
Tz | N/A s 2500000000
Txy | a9 ay 900000
Txsz | as a9,a3 60000000
Txy | ag,a9,a5 | a1,a9 110000000
Txs | as a1,a9,a3,as 40000000

2.2.2 Dupont

Dupont 5 DEITHIZEE, 7RV AZEHTE2A—-FORA LY -V ERET LI E2HWNE LT
W5, 2—FOFAEHANHBIL TWE 518 7 KL AT U THEMli 21772 > T Wb, X1 LY — &l
ET 77201, BEIRLAOLHEIZEHLTWA. 512, AMIX AM4 23G9 2005 245
WY, REFIC L > TERERZITEHZTE2DTIERVD L W FIHRICEDWTEREZITR->TWV5.

X 281ZH57 RUANEEH L UTHEI 2T R 2ADOD A NI Z L THSE. LML, ZD
AN T LIZIEAERRELD B, Tk, AMT7 "TAMI0 TIEEGIA—EEHTbnTWaRWIZH
L5T, AMAIIZ 15 EBEEAfTbNTWEE WS ZeThb. ZOHEHLLT, ¥y harroT
0w 7Fz—VIZikEINE XA LARYTELETUTCOTH S0, EBEOI-HFDRA LY —
vEEPEENTLE->TWS., £IZT,

a1—4X a—HY
[ ) 2 FXDIAL I ® Ca—vousLar |
FELZA FELZD
TFLZB FRLRE
FFLZC FRLRF
W3]

FELZA  S—)

2.4: B Kk



7'Aw Y #447435

BE Nyva
G- 2210 Ny¥a
AN 6,399.66996745 BTG EilobA=2A 3fad5a77edb 66
#ERGIE 1,715.71072056 BTC rOIOVY (H .
e
) ©
EES eo) 0.62203919 BTC
I—=J—h 9fbadeb8d7971824780ed7cd:
JavoE 447435 (E8)
SALRI VT 2017-01-10 05:58:45 EREY hT—2
FERD B 2017-01-10 05:58:45
FRRkRRT F2Pool
HHE 317,688,400,354.03 @
g.colstaticmaperrorikey
Evk 402879999
YAZ 999.891 KB
N=¥ay 0x20000000
JYR 97575038
70y 7 H 12.5 BTC

X 2.5: 70 v 7 IEHR

ELWRA LY =V RN NOREFETHEL TV 5.

1. AT I L% 1 HBATHEIL, REIEIVRDRVELEZRDOT 5.
2. 1 TROIZHLEZ, 2—HF DO —HILRALTAMS LIET 5.

3. EBD XA LY — v DEITH S UTC offset DV X b %ES.

Bz, 2.8 TIEEBEBIADRVERLNIE {7 AM, 8 AM, 9AM, 10AM}. ZLT, Z
NS DOREZIH AM5 £ 725 UTC 1 { UTC -2, UTC -3, UTC -4, UTC -5} TH 5.
RETFEOKEZFTMT 572012, 518 7 FL AR U TERITZR>TW5. TORE72%DT K
VADRA LY =V RIEUKRET 5 Z 8N TE .

B511(7avs #200) EX512(7 w9 #400)

Ame, B~ _
B — C —

X 2.6: 75 AXR) VITFEHE1



E513(7awvs #80

27 VI AR VIFH2
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2.8: (6], p.2 ®D Figure 1 & b #xik




&

BIE EERERSICEDCERMTE

3.1 EA

2015 4E1Z Dupont 5 (XEBI ORZNIZIEH L, ZORZADAEIZEDOWTT RV A2 EHT 51—
DFFEMD R A LY =V DPFETED I Z2RUTZ[6). ULPURBSRLSE - TE RO
WIZTHENT A Z b0, FHEEANEEIX 2% &% > T\,

T ZTARIFETIE, REEERE DS, FWBNCESRERE ULTT N ADOIEBHES & R ES
WKHEHT 2. Ao, a—VYILIZHEIT 2T ERE->TED, 7RV AZEMIEAE VDT,
ZTINOA—YEEWHTEI LT THARELEEZDZNSTHS. AWIEIE, 7 KL ADEEIHHE & 3%
SHROEHRN, EFEET NV ADBEZMNICHEL2 52, BHShE ) A IB8HE50EFSNCT S
ZrEHEHMNET B, ZTDHIT Bitcoin D 2012 5D 1.5 MO 70y 7 F = — V9 S EEZH
TEHET—RENEL, 10570y 7D TF—R2RXR=2A%ERT 5. E&EELGE UTHEMD 559 7
RUAZRHW, EDW27 FUAEAERZIT, 7 RLVAIZOWTEAREZFMMT 5. Z0ME%
[6] & L d 5.

AEEIZFEDE, HHKT80.5%DT RLUANHITESZ L &2RT.

3.2 FT—YIN&E
AT, ERIZHHAT A F— 27 FLAF— 2 OIE LA IHT 5.

3.2.1 EBIFT—%

AWZETIX, bitcoind 7 74 7 > N ZHAWT Bitcoin D& 70y 7 F—RFXUa—KL, 7av
27— ZIZx U T bitcoind 7 74 7 ¥ M EHWT /=A%, BEICET ST — X 2 UEL 7=,
478,184 701y 75 242,799,426 IL5 DT — X #NE L, SQLite3 DF— R RN— MM L7, T—
R R— ZNIZIZ Input Table, Output Table D 2 DD F—TIUNEFTNS. FK 34 ITARMIE CHHT
5T — R & ;R 93 3.1 12 Input Table ®—#8% 739", Input Table (21X 5 DDEMELRH 5. £ 3.2
IZ Output Table D —#f% /"3, Output Table 21X 5 DDEMELNH 5.

3.2.2 7RLRT—%4

7 RV AIMRELIRDT, Ak, #HPEHL TWELOLSRW. L, Fixld, ELMz2id
527 KL A% QFMED HETHAE L. 1 2HIZaA Y R—ZADHITEEINAEZZLEDHET N
ATHD. TDEHLBFIIA VT T=IVEETHY, TOMEPEHLREDERIFAAIN TS Z L



5 3.1: Input Table D4}

JEME B fiE sl

Time B MM S - 7 ey 27 D FEIRIEZ] 2012/09/22 10:47:23

Height WEIEEND TR Y 7 BE 200001

TxHash H{51 ID d635410b5408592d54£59a010ae77974726b2aT7ccd26bc76{9a68e02babe3ee
PreTxHsh | AFiZffibnz Yy b a1 v &ZIFE - 72HE] ID | 2d6dc2475b5ca40a081b857cc2b7e9fa29376bc299bed62c2d72244ec5a05a6a
InputAddr | E®FEDT FL A 1EEYSdwDg9Rvu7hj3AjjJ662yyDbUG1{Ni

7% 3.2: Output Table D

JE B fiEL A5l

Time BB S Nz 78y 7 OFARREL 2012/09/22 10:47:23

Height W REEN2TnYy 7 &S 200001

TxHash HY5] ID d635410b5408592d54f59a010ae77974726b2a7ccd26bc76f9a68e02babe3ees
OutputAddr | ZHEDT FL A 1ATR7vf17C9ThWi5yt3c74TamCnPUaGb6e

Value T2y b a1 YO [1078BTC] | 560000000

"%\, 2 DHIE Bitcoin DA VT4 ¥ 7 % —F LT % Bitcointalk[8] IZTRAFAINTWVWEST FL A
T 5. Bitcointalk (ZIFZ—HP T LIZK 3.1 TRIND LD R TE T 4 —IUR=UDBHEINTED,
Z Z TABIE 71T\ 5 Bitcoin address DIHHPSHE L2, 2—URT7 KLV ZAZALTWA DT
T4 =T LTRIELZZEADEFENEZZITINT B0 EDHHVEZ LSND.

Bitcointalk 22 58D 727 FL AT — X D—#% K 3.3 123, AEK Bitcoin 7 F L RAIIEHTH D
Fa1—-HFLeDOHIGIERWH, RI3DITHDOT RLADRRIZ, 7 KLV ADXX TS| & 12— 41—
LTW3HDBEL->TWVS.

3.3 FHHAIER
3.3.1 HE

AEITIE328DONRT R LRI U TOEAMRMZ1T 5. AERTIE, 7—Xty h2aEIL,
EEEEAZFET — X LT — XU jaccard HIIZHWS Z 2T, ¥l S5WVWOT KL
ADEA I N DN EHS T 5.

HEF =228\,

e A={a1, ..., an }: BHRRT FLADES

7% 3.3: Bitcointalk 7 5NE L 72 57 — X ]

Addr Name Location
1KFHE7w8BhaENAswwryaoccDb6qcT6DbYY macbook-air | China
IDNNERMT5MMusfYnCBfcKCBjBKZWBC5Lg2 | BitHits None
1Anduck6bsXBXHT7fPHzePJSXdC9A EsRmt4 Anduck None

10



&, Summary - macbook-air

Name: macbook-air
Posts: 324
Activity: 324

Merit: 250
Position: Sr. Member
Date

Registered: May 30, 2011, 01:02:02 AM

Last Active: September 02, 2017, 08:29:08 AM

ICQ:

AIM:

MSN:

YIM:

Email: hidden

Website: F2Pool

Current Status: Offline

::,t::;:s: 1KFHE7w8BhaENAswwryaoccDb6qcT6DbYY
Gender: Male

Age: N/A

Location: China

Local Time: February 05, 2018, 02:20:59 PM
Trust: 0:-0/+0

3.1: Bitcointalk 702 7 4 — L R—

o Oi(aj) =A{o1, ..., 0n,, }: HIH i IZBIBANT RV A a; DREERET FLVARE
o Ti(aj) = {t1, ..., tn,, }: W i I2BFBANT N a; ODHEIRES

EEHTD.

ARERTIET =Ry bE EMICHEILTE2BHT S, R351T7—X%220H UKD O;
D%, £36I1IZ3DEDOHZRT. T—ZEy b2 INELTWE0HMi 13 >THE. F—
Ry NORENX, Tav RS EREIIESELTWE. ZOOREEDENT 520N THE
F—2OHAMIFE L o T K.

% 3.6 D ap 1M 3 TIEHEEIVR W LIZERE L. AEBRTIEFEYE T — XIZHGEIA WY L
ZNLFRN D3 D S HF .

W7 RURESEOHELEIZEDOWT, TRV AZEIHT 5. £4 A B OFELEIL,

|AN B

J(A,B) - m,

TRE E % jaccard FREZ W5, $#E X% Alogorithml IZ/R7.

FeATHIZE [6] TIEHREFIEHRIZE D WA L TWb. Z 2 Tld Algorithm 112&bE T, HEI A
MEnz7uy 7 ORERAZEEL T 5. £3.10DHE, Time D 10:47:23 TH 572, KEHEES
DEFIZ10 BEEND.
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#34: F—XEw MYE

HAR 2012.09.22 - 2014.05.10 | #4 1.5 4[4
7 KU AH | 559
Jaw 2z 200,001 - 300,000 10hF7ay 2

% 3.5: T =Xt v Ml (k=2)

JAR G | 1 2
107 H 107 H
a { ar,a2,a3 } | { az,a3,a4 }
az { az,a5 } { as,a5 }
as { as,aq,a6 } | { aq,a5,a6,a7 }
2T | BT — &

3.3.2 ZERER

7 NV ARG 2 T 2 72012, SEHHEER, S EEEEZHEHT 5. 2 THEIHEERR,
EEER PIET AT ALBTFHILEZT FLVADES A = {a1,... 4} IZDWVT

Ri, P37 KL A q; DHELR, HERTH 5.

DERICL 2 THBEREX - FHBAXROEL

X 3.2 120 EH k12 & B PIHEBR - SPEAEROELERT. DEBNL < RbIZONT, WA
DIEDEEIM L TWB., Tk, DEINL LB EHEI20 27457 KU AR Z T, xR )%
57D ThHb. HISIZHHEBMKIZHNTANRANT KLU AKERT.

% 3.6: T— Xt v Ml (k=3)

WG |1 2 3
7 H 7 H 7r H
ay {a1,a2} {as,aq} | NJA
as {az,a5} {as,as}t | {as}
as {as,a6} {as,a6} | {as,a7}
PEF—& | T — X

12



Algorithm 1 : jaccard %!
A1 TRV AES A, #E&8% o1, ..., o
Step 1. T—&X Xy b % k OHARNZDEIU 72 0;,t; ZAIERK
1 OB EDOHHTEAEDRE I 0 DL DRINEN S/
Step 2. T —& O1(a;) 2FET—2X&, Os(a;),...,Orla;) &
FHli 7 — X2, @ € AITDWT
jaccard fREL J(0;(a;),01(aj)) 2K E T D1 %
7 RV X a; OFHIEET S

o PHILZTY RV AZKRY

1.0

® Recall
® Precision

0.8

0.4

0.2

T T T T
5 10 15 20

Partition k

3.2: DEIBUS & B FHIHBIR - SFEEE RO LA

BEIRICL 2 THBERE - FHEAROEL

X331k =10281}57 KL AOHEHBIBUC & 2 FHHBEROZ( %2R, BG4 L FHEEE
RITIFA MBI R,

X341k k=10CB1}57 NLUAOEBIBIZ L2 FHEEROE/AERT. 255 BHEMHHKE
SEYEARIZITMEBELR R WEEZ SND. T2 T, 15,000 2B X 2H5% L TWa BTC Guild (2{F
B L BZa4 YR UTEL L OHBNIEL L 7-OIZHERIZ 1.0 720, oL <DT7 FL A
MZOT RLAZH#BIEINTNS.

3513k =1012B57 L ADHGIEIC & 2 FHHERE SFYEEROEMBERT. MHIC
FIEDOMBERGRAR 5 iz,

13



1.0

] BTC Guild

0.8
|

0.6
|
o § @R o

g . o
S o
N
o |
e T T T I
0 5000 10000 15000
Number of Transactions
3.3: HAIEIZ & 2 HBELRDZAL
# 3.7 AT R L A & D jaccard FRE DB
B/ME | Bl | SEYaME | 0 OIS (%]
EENEE | FA—T NV A 0 1.0 0.038 55
fliFz 7 KL A 0 0.110 | 0.0001 99
RS |F—7 LA 0 1.0 0.264 25
fliFz 7 KL A 0 1.0 0.155 29

B D Jaccard R D L

EGRERITE DS HBNOWBE2ENLD L7720, F—7 LA LMET KL A& D jaccard £2%X
ZIND.

3.6 ITERLESITBITS k=10 DAAMT N L A jaccard R D 04 % /R~ T, jaccard FRED 0
DT —ZFFRWT W5, fliF T N L AD jaccard FREIDEAMED 0.012 TH D, Ripb57 KLUAMT
WE—DEBEVDIRN. —F, FH—7 RV AD jaccard R (77) I L D KELAMHLTWVWDE. ZD
2T X0 R ThN 5.

3T IFRHEIEG BT S k=10 40O EMT KL A & DR jaccard R DB HTHB. ZZ
TH jaccard BB 0 DT — R EZFRWVWTWBX?? L LERT, HEMDEDNIWZ EARINTWVA..

#* 3.7 12 jaccard R DMEHEZ BT 5. 55004 E, [F—7 N U ADERKAE & SEYE DM
#H7 RV A% ERl>TW5.

7 RLZBIC L 2 FEEBREDEL

ARETIIHNRT FUVABPEIHERICIEZ 2B EEXD. K38IT k=2 DERLES LI
EEDEZDFIBE R 2R Y. ERAESZNHES I TEIHEEENE V. HRDT LA

14



oo

Recall
0.4 05 06 0.7 0.8 09 1.0

BTC Guild

I I I
5000 10000 15000

I
© 0 o0 @O & g0 ©

Number of Transactions
3.4: BBIEUZ K 2 ERDEAL

BHBMU T, FHEBRICRE LRI R SR otz —F, KEEEET KL AR iU
T, L OEGTHERE TS5,

3.4 ¥
ARERTIXELMEZLLF FETHAMGT 5.

EREBR + SFEE G R
FENSWVEEELAEMEL, 05 A EDT7 FLAZEAIINIZEED S.

3.4.2 FEBIZE
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3. Your Country
4. What is your time zone?
5. How many bitcoin addresses do you have?

6. How often do you change the address?

Below 1 years

1-2 years

2-3 years
o 3-4 years
e Never

e Others
7. Which environment do you use Bitcoin?
8. What kind of wallets do you use? (multiple choice)
9. How long have you used Bitcoin?

e Every transaction

e By daily
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e By monthly
e By yearly

e Above 5 years

10. How often do you use Bitcoin?

Almost every day

2-3 times per week

1 time per week

2-3 times per month

e 1 time in 2-3 month

Less than the above
11. Do you know the terms related to Bitcoin?(multiple answers allowed)

e Blockchain

e Mining

e Node

e SPV Node

e Full Node

e PoW(Proof-of-Work)
e Electronic signature
o Segwit

e Satoshi Nakamoto

e Do not know any
12. Have you ever used Bitcoin for the following uses? (multiple answers allowed)

e Purchasing at retail stores
e Overseas remittance

Transfer between users

Payment for any service

Payment with Ransomware

Exchange of cryptocurrencies
13. How much anonymous Bitcoin is?

14. What do you think is anonymity in Bitcoin?
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15. Which information do you hate to be identified from the Bitcoin address?(multiple answers

allowed)

e Sex

Country

e Time zone

Another addresses managed by you

Not particulary
Others

16. Which of the following cryptocurrencies do you have? (multiple answers allowed)

e XRP

e Ethereum

e Bitcoin Cash
e NEM

e Monero

e Zcash

e Monacoin

e Do not have any cryptocurrencies

e Others
17. Do you think cryptocurrencies will widely spread in the future?
18. What is the reason for the above question?
19. SeBIS(Security Behavior Intentions Scale)

(a) When I’ m prompted about a software update, I install it right away.

(b) When my computer wants me to reboot after applying an update or installing software,

I put it off.
(c) I try to make sure that the programs I use are up-to-date.
(d) T manually lock my computer screen when I step away from it.

(e) T set my computer screen to automatically lock if I don ’ t use it for a prolonged period

of time.

(f) T log out of my computer, turn it off, put it to sleep, or lock the screen when I’ m done

using it.

(g) I use a PIN or passcode to unlock my mobile phone
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(h) I use a password/passcode to unlock my laptop or tablet.

(i) If I discover a security problem, I continue what I was doing because I assume someone

else will fix it.
(j) When someone sends me a link, I open it without first verifying where it goes.

)
(k) I verify that my anti-virus software has been regularly updating itself.
(1) When browsing websites, I mouseover links to see where they go, before clicking them.
)

(m) T know what website I~ m visiting based on its look and feel, rather than by looking at

the URL bar.
(n) I backup my computer.
(o) When browsing websites, I mouseover links to see where they go, before clicking them.
(p) I use some kind of encryption software to secure sensitive files or personal information

r) I use different passwords for different accounts that I have.

)
)
)
(q) I do not change my passwords, unless I have to.
(r)
(s) I do not include special characters in my password if it * s not required.
(t)

t) When I create a new online account, I try to use a password that goes beyond the site’

s minimum requirements.
(u) When I’ m done using a website that I’ m logged into, I manually log out of it.

(v) I submit information to websites without first verifying that it will be sent securely (e.g.,

SSL, “https://” , a lock icon).

(w) T use privacy software, “private browsing,” or “incognito” mode when I’ m browsing

online.

(x) I clear my web browsing history.
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