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Since there are too many involved factors, It is not clear which
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4 individual IDs, Male, self-employed=  Judge=o0k 0.111 0.916 0.121
5 Sharing common ID=  Judge=malicious 0.101 0.204 0.494
90% of 30’s people who use individual ID, didn’t play insider. (Confidence)
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A task and definition of malicious activity Logistic regression
We collected 198 workers from cloud sourcing service. Estimate Pr(>|t|) Odds
We divided them into two groups; one is individual ID and the other is sharing common ID. (Intercept) 0107 0.384 > 41E-02
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Summaryv of experimental result

Sharing common ID could increase a risk of malicious insider by 1/0.67

Sharing common IDs | individual IDs total than WithOUt Sharing

Group Malicious N| Malicious N| Malicious N '
Sex male 13 51 11 58 24 109 "
Sex female 4 47 4 42 11 89 COnCI USIOn
hoe s ; 1; (2) g i 2:1% We studied the factor analysis of malicious insider in total of 198

ge - ; . -
Age 30.36 0 ar 1 m 3 6 subjects with some conditions. . N |
Age 40-49 2 30 4 38 6 68 Older than 55 years old men played malicious activity with 6 out of 6.
Age 50-59 j 1; g 12 ‘7‘ 22 Our experiment showed that sharing ID could increase a risk of
Age 60- . . - -
Job office worker 5 22 5 26 10 48 mall(?lOU.S InSI_der' | | o o
Job public servant 1 1 0 O 1 1 Sharing identity could increase a risk of malicious insider by 1/.68 from
Job self employed 14 28 3 29 10 57 odds.
Job parttime worker 1 9 0 10 1 19
Job houseworker 2 19 2 18 4 37 References
Job student 1 1 1 1 2 2
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