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Proposal of Automated Defense System
based on Business Impact Analysis

Tomohiro Shigemoto™?2  Yasuhiro Fujii! Hiroaki Kikuchi2

Abstract: In recent years, the damage from cyber-attacks caused by sophisticated malware has increased. In a situation such as
this, it is necessary to clarify the characteristics of the malware so that countermeasures can be taken quickly to prevent the
damage from expanding. A dynamic analysis method is used in order to clarify the malware’s behavior. However the dynamic
analysis results sometime contain benign site used by malware’s verifying network communication. So if block the malware
communication listed in analysis results, thus it has caused disruptive effects on business. In this paper, we propose Automated
Defense System based on business impact analysis. Proposed system evaluates business impact from connection log and decide
whether to block communication or not.
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Figure 1 Overview of Automated Defense System.
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Figure 2  Architecture of Automated Defense System.
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Table 1  Available Threat Information for Security Devices.
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<?xml version="1.0"7>
- <stix:STIX_Package version="1.2" id="example:Package-023b27dd-
083f-4563-9258-4efa0056e1a9"
xmins:xlink="http:/ /www.w3.0rg/1999 /xlink"
xmins:cyboxCommon="http:/ /cybox.mitre.org/common-2"
xmlns:example="http:/ /example.com"
xmins: URIObj="http://cybox.mitre.org/objects#URIObject-2"
xmlns:stixCommon="http:/ /stix.mitre.org/common-1"
xmins:xs="http:/ /www.w3.0rg/2001/XMLSchema"
xmins:indicator="http:/ /stix.mitre.org/Indicator-2"
xmlins:cybox="http:/ /cybox.mitre.org/cybox-2"
xmins:stixVocabs="http:/ /stix.mitre.org/default_vocabularies-1"
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<stix:Description>M3AS:STIX </stix: Description>
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- «stix:Indicator id="example:indicator-d8e915a9-b215-42ba-
96e4-f81e6455feBe" xsi:type="indicator:IndicatorType"
timestamp="2017-07-20T04:29:15.6881587">
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Watchlist</indicator:Type>
- <indicator:Observable id="example:Observable-4878bc33-
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- <cybox:Object id="example:URI-3d155515-d634-48e1-
9d3f-9c2bc976bad6">
- <cybox:Properties type="Domain Name"
xsi:type="URIObj:URIObjectType">
<URIObj:Value>apartments-
gurgaon.com</URIObj:Value>
</cybox:Properties>
</cybox:Object>
</indicator:Observable>
- <indicator:Confidence timestamp="2017-07-
20T04:29:16.6062587">
<stixCommon:Value>High</stixCommon:Value>
</indicator:Confidence>
</stix:Indicator>
</stix:Indicators>
</stix:STIX_Package>
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Figure 3 Example of Threat Information.
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Table 5 Processing Time of Automatic Response System.

Bne SLER R ] [FD]
BT BE 460
2 A B e 0.14
B AT B e 2.6
ot WL ST AT A e 1.0
EETPSp A 0.54
7t 464.28

LRfRd 7= 0 O SFHJUBREIIEA) 464 Fb L 72> 7.
(2) EEXAFBEIZDONT

732 AP B EBIE R (REEARA B) 1% 3,739 AR MMl
S, 728, L= — 7 AT 508 R A R AETE L,
FOAHLM 491 KA MNEEIRHLOR R L /e o7, FEEE
BB A R O, SHB S, 1 Bk G
#6IFT. IIT, AMUEEBH L, RN 0% L
O GHEIZAWETaxon 7T, 1 ETHEEATHE S
ni) BEERO%REET.

#* 6 AHffER

Table 6  Evaluation Result.
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BByl Lg | oL
S B > 7 376
SR D I 489
RETIE 491

FTLEY, BEFEIIAAZ—DIHLTRLEL BB
KA EFEREL TND I ENGND. LB O E v
THERLZAT O 56, EHIL0 & 72503, (S B TLow)
DOEBAER 226§ 5 Z ENTER. FREE LB
B AW TR LOBREEET TE HREFEILIZO
FUCHE(S I O A % AT B B RHLCR B O Bk FVW 2 A
B D bERL TS EEXD.

(4) EEEFMAVZI—FHEHPMIZTONT

WRBEFMIEOEBERE L TCHAT -V

(n=1,17,34) & #If (N=1,3,7) 22 (LS H7ZFED FP %X 4
2R,

2.50%
2.00%
1.50%

1.00% [

0.50%

FP

== n=1
=g n=17

n=34

0.00%
18 3H 7H

BEETMMICALSBEE(N)

4 4 =—WHks LOMWIRM & FP
Figure 4 FP rate with regard to the size of n and N.
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