2021%F2H12H
BLtRaXERS

Residential IP Proxy"j' EXIZCERAINSEE
RARAFDRHE

HE MG
R =E

R




He &2

=

| SR

Residential IP Proxy (LL FRESIPET B) 2 —E X T A EDHIR
o H—NAIASDI—HDEF, BEDERE~DEEICKHT HE
o RESIP: {FERARYFI—ODRAMEFIAL-TOxY

Luminati

Geosurf

Web data extraction

Utilize our rotating residential IPs
to scrape the most accurate data
from across the globe, never
getting blocked or misled

E-commerce

Are you gathering data from e-
commerce websites? see what
Luminati's & networks can do for
you!

(D

Price comparison

Aggregate and compare prices
from across the globe with ease.

Travel aggregation
Residential IPs to aggregate and

compare prices across the globe
with ease

®

Ad verification

Residential IPs with country, city,

ASN and mobile carrier targeting,

to verify the compliance of ads
and affiliate links.

Brand protection

Residential IPs to protect your
brand and online assets by
ensuring proper use of copyright
content




Residential IP Proxy®H—E XET /)L

RESIPH —E X ] DE

1—HDPC " RESIPRZH
0 _ o O
A= F—koxA

RESIPY A7k
Oefn, 28

LI H—/\

Q5T D

RESIP7R AN

=+




RESIPH—E XDREE =
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Device Type Num (%) ||Device Vendor Num (%)

router 114,768 48.42 MikroTik 86,593 36.53

Top 1-5 # RESIPs Y% Top 6-10 # RESIPs % firewall 25,088 10.58 Huawei 37.545 15.84
Spam 8,299  36.55% || Malicious Sample 438 1.93% i et R Dusybiax. ‘1aoal Llo

d , ? : gateway 22,003 9.28 Technicolor 16,866 7.12
Malicious URL:. 3,50 32.17% Zombic 277 1.22%  oadband router 17,358 7.32 || SonicWALL 14,122 5.96
Bruteforce 3,325 14.64% Telnet 249 1.10% webcam 13.024 549 Fortinet 9,190 3.88
Suspicious 629 2.77% Trojan 171 0.75% security-misc 10,608 4.48 Dahua 6,258 2.64
Dionaea 618 2.72% EDROP 164 0.72% DVR 4249 1.79 ZyXEL 5,601 236
TABLE III: Malicious activities related to RESIPs. media device 2,589 1.09 AVM 5,272 2.22
storage-misc 1,988  0.84 Cyberoam 4558 1.92

TABLE IV: List of the top 10 device vendors and device types.

[1]Xianghang Mi, Xuan Feng, Xiaojing Liao, Baojun Liu, XiaoFeng Wang, Feng Qian, Zhou Li, Sumayah Alrwais, Limin Sun, and

Ying Liu. “Residential Evil: Understanding Residential IP Proxy as a Dark Service”, 2019 IEEE Symposium on Security and
Privacy (SP), volume: 1, pp. 170-186, 2019.
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SAEfGR1 FEREDEEXR—F

EELXR—IES | U—EX | HAES | 215 %) S ATRAENITOIESL EHITEIRER | EIE)

23 Telnet 613,606 |  36.4 ] Spam 36.99
445 SMB 399 250 237 2 Malicious URL 32.17
23 FTP 193,917 115 3 Bruteforce 14.64
1433 MSSQL | 144928 8.6 4 Suspicious 217

5 Dionaea 2.72
80 HTTP 97,780 5.8 —

6 Malicious Sample 1.93
22 SSH 49,767 2.9 . S -
2323 (Telnet) 43,310 2.5 2 —— 10
25 SMTP 21,732 1.3 9 Trojan 0.75
2222 (SSH) 16,836 1.0 10 EDROP 0.72
3389 RDP 9,782 05| « 59,816MHKRALMNLMD168 DA IEBIENEBEINT-
5 1,683,550 100! ¢ Spamd&YtTelnetD AN ZLER Bl T=
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2547 2 kPC RESIP7RAXk ifconfig.me/ip
2. HTMLD 74 )LER#§ (Proxyrack)

SR EUAIRA MY | BAGLIZHTMLY —RO—F# | RUZ AL TSIz R MK
2020/11/12-2020/11/27 9,316 1,097 333
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<div id="container">

<div id="box">

<a href="http://

mikrotik.

com"><img src="

mikrotik

<br style="clear: both;"/>
<h1>RouterOS v6.45.9</h1>

<p>You have connected to a router. Administrative acc

TINA AR E PERE SN TULNSH

logo.

<html>
<head>
<title{RV-230S Ek /title>
<meta http-equiv="content-type" content="text/html;cha
<meta http-equiv="expires" content="0">
<meta http-equiv="pragma" content="no-cache">
<meta http-equiv="Content-Style-Type" content="text/cs
<link rel="stylesheet" type="text/css" href="/css/commo

</head>
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1 Cambium Networks 93 27.9 FITHRN]ITOIESL TINAARS & (%)
2 Parks Comunicacdes 92 15.6 I 1 MikroTik 36.53

2 Huawei 15.84
3 Zyxel Networks 35 10.5

3 BusyBox 1.74
4 | TP—-Link Technologies 30 9.0 4 Technicolor 712
5 KT 26 1.8 5 SonicWALL 5.96
6 Huawei Technologies 16 4.8 6 Fortinet 3.88
7 Mercury 14 4.2 ! Dahua 2.64
8 Belkin(Linksys) 10 3.0 i 2 258

cHIMLINRSYS : 9 AVM 2.22

9 Comecast(Xfinity) 7 2.1 10 Cyberoam 192
1_0 Buffalo 6 18 [2]Nmap service detection probe list,
g 333 100 | https://svn.nmap.org/nmap/nmap-service-probes, 2020
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