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Survey on hidden session replay services without being declared in the
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Abstract: Session replay is a service that records every active event that a user preforms on a website. It
is supposed to be used for improving the website user experience and identifying the cause of errors. Session
replay service acquires events such as mouse operations, input text, which may be classified as personal
information or personal-related information, and the web sites using such services should disclose the fact
that they acquire information related to users in an appropriate manner. In this paper, we conduct a survey
of domestic web sites about the use of any session replay services and report how often they disclose the

information to users in an appropriate manner in their privacy policies.
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£ 1 PublicWWW TOMREER
Table 1 Search results in PublicWWW

P-4 MR —F | MRS
Microsoft Clarity clarity.ms 91,110
Hotjar hotjar.com 293,807
mouseflow mouseflow.com 27,641
crazyegg crazyegg.com 28,186
Contentsquare contentsquare 1,670
lucky orange | luckyorange.com 13,642
fullstory fullstory.com 21,132
Yandex yandex.ru 1,000,000
Dynatrace dynatrace.com 6,924
Glassbox glassbox 806
Smartlook smartlook.com 33,014
Foresee foresee.com 254
Inspectlet inspectlet.com 10,340
LogRocket logrocket 5,997
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Fig. 1 Some of the collected requests
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Fig. 2 Example of privacy policy with purpose and service
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Fig. 3 Example of a privacy policy stating purpose only
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Table 2 Number of installations per service at domestic sites

- roeRm Clarity | Hotjar | mouseflow | Yandex | contentsquare | crazyegg | dynatrace | foresee | fullstory | glassbox | inspectlet | logrocket | luckyorange | smartlook | &t
518
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Table 3 Statement in the privacy policy
M | WK | B -y —ERRB) [ HNOA | F-E200s | H - $—ERBRL
Microsoft Clarity 50 12 35 0 3
Hotjar 50 6 41 0 3
mouseflow 50 2 29 0 19
crazyegg 50 10 31 0 9
ContentSquare 26 2 22 0 3
lucky orange 20 0 14 0 6
fullstory 6 1 2 0 1
Yandex 15 1 10 0 4
Dynatrace 0 8 0 0
Glassbox 2 2 0 0
Smartlook 14 0 7 0 7
Foresee 0 2 0 0
Inspectlet 0 3 0 0
LogRocket 1 0 0 1
&t | 300 | 37 | 207 | 0] 56
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Fig. 4 Example of a privacy policy that does not state the (3) FIHY A b TRRLRL v ZAER X — R — FR(ED
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#+ 4 Google Analytics DEA - FC#{
Table 4 Statement in the privacy policy

F—rat | WA | 8A | R

Microsoft Clarity 50 49 33
Hotjar 50 45 12
mouseflow 50 46 11
crazyegg 50 46 21
ContentSquare 27 23 13
lucky orange 20 20 3
fullstory 6 6 3
Yandex 15 14 4
Dynatrace 8 7 6
Glassbox 4 3 3
Smartlook 15 14 2
Foresee 2 2 1
Inspectlet 3 3 2
LogRocket 2 2 2
ait [ 300 [ 277 [ 116
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