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mSMST— F w E/34 L7 7Y (Microsoft Authenticator)
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REERD S, FHCE R O NDJEM L #IRT 2585
FRICEHES RNV b, FROFBIAEHRBED
ETdH SMS a—RFThdIedhaghol. £, TN
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MERBORISLZEEDPDT LD ENA VT T %%
R 2HETIERL, MOAEZH SR 0Th b F
DM B EHAFETH - 7=, 72, SMS 2 — K &2 R:E
HFIGER T 2HHIE MEABILATVWE 25 2L
ACTHoT. ZTRNHDZem s, ENA LT TV TOR
AEFIEOREMERFIEE R A BHZEE 2, EAA
N7 TV TORAEHEIET 2 2 e BRETH % L fbamlt
J5.

-

sMsI-F E/\ LT (Microsoft Authenticator)
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1 aVVa—XERNERELZ &, HEINCE Yy 7323 X5 BRBREICLTWS,

2 J— bRV arReX T Ly bOuy ZEMRRTI L E, SRV —F/RZ2a— R&2foTW\3,

3 avbBa—xXpolfh 38, FEITCHEEZE Y 73 5%,

4 | BEWEFOD Yy 7 BERT 272D PIN £72382a— F2HHT %,

5 RERH DL ELPNSAT—RELEBELRL,

6 FoTWB 7 AT FITLITEI RAT— REH-TWVWS,

T | HILWAYIA YT HT Y b eER &, DERERONFEHEMZ 2827 - FEFRET S, @ XFULRS, 9 XFYUETHE)
8 WEPENEEIX, SR Y — FIRHRE (¥0K) 2EDR0,

9 VY IMPREOLNTERLE, YIWRXORDIDERLBENTIZ Y v 7T 5,

10 | Y04 MZHihiz2% URL T334 oA e FESTHET LT3

11 | BRZBEIHERT 2R v = 734 MEHRZRET 5, (Bl : SSL, “https://”, By 77 £ a )
12 Vo 7% 7V 73 3HIC. SURATAarE) U 7iIFERNLS URL RS %,

13 X2V T4 EORENFERINTHHELDETZEE 500 ZDF FHWET 5,

14 VIRT27DT7 v TTF—FIOWTDOX v —INRRRENEZHT IR VA —1T 3,

15 | HHLTWA RS L0 RHTHE I 2HETZXIICLTWVWS,

16 | BHODOT7YFIANRAY 7 b w2 7 EMINICEFR SN TV Z L 2GRS

# 2 SeBIS HRIHHE (i)

Number | Questions
1 Whenever I step away from my computer, I lock the screen.
2 I use a password/passcode to unlock my laptop or tablet.
3 I manually lock the screen when leaving the computer.
4 I use a PIN or passcode to unlock the phone.
5 Once I create a password, I tend to never change it.
6 I use a different password for each account I use.
7 When creating a new online account, set a password that exceeds the minimum number of ~ characters required. (If it is more than 8 characters, set it tc
8 Do not include special characters (! or >) in passwords unless necessary.
9 When a link is sent to me, I click on it without checking to see where it leads.
10 I judge which site was visited by the appearance and atmosphere of the site, not the URL.
11 I submit information to a website without verifying that the data communication is secure. (Ex. SSL, "https://”, a lock icon)
12 When browsing websites, I frequently mouseover links to see where they go, before clicking them.
13 Even if a security problem is discovered, someone will fix it, so I continue to use it.
14 I apply software updates as soon as my computer prompts me.
15 I make sure that the programs I’ m using are up-to-date.
16 I check that my anti-virus software is regularly updated.

(2] ¥FE, KO, 10, FJE, A6, “LRupiick % RROFE" |, HERLHYERAI 60 EAFLE 5 82
WHRIRRED EAR DFEB & FRALEHE DYLR” | AT HHR K%, 2020
JLESE Mo.24 JACN 2020 (6] H#, st “ “HERBAAZEH L A7 - FVY &
[3] Lyastani, Backes, Bugiel, “A Systematic Study of the v b FIE PRMItM O 2 25Efi” , 2018 Symposium
Consistency of Two-Factor Authentication User Jour- on Cryptography and Information Security Niigata,
neys on Top-Ranked Websites” , Network and Dis- Japan, Jan. 23 - 26, 2018
tributed System Security (NDSS) Symposium 2023 [7]1 Egelman, Peer, “Scaling the Security Wall, Devel-
[4] Nethanel Gelernter, Senia Kalma, Bar Magnezi, Hen opint a Security Behavior Intentions Scale(SeBIS)”
Porcilan, “The Password Reset MitM Attack” , IEEE CHI2015, pp2873-2882

Security and Privacy 2017,
[5] Z&il, Zith, “"ZERBAAZEH L7227 —FY
+t v b L PRMItM BB OHE 2 NS 8 2 #i7- 7z
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N (%) | EIE (%)
el Bk 17 29.8
LeQc3 40 70.2
14 8 14.0
24 11 19.3
YA 34 10 17.5
44 27 47.4
B 1 1.8
agoH 26 45.6
ES[ENE RS 20 35.1
BHaIa=r—vav 4 7.0
SR i 1 1.8
X 2 3.5
BUGHER 1 1.8
i 3 53
g 1 1.8
# 4 ERl2—FEBREANR
N (%) | IS (%)
FERI B 6 26.1
LeQc 3 17 73.9
~19 /% 3 13.0
i 20~24 10 43.5
25~30 3 13.0
31~ 7 30.4
USA 5 21.7
BiE 7 30.4
4297 2 8.7
- LES] 1 4.3
750 R 2 8.7
A4 R 2 8.7
TIIN 1 4.3
HA 3 13
RN DA K be v 79
2w 6 26.1
£S5 FRETIRIC SMS a— R EEAHE
iiiles) b4
BB D %5 5 16
DSk (DD 2 D) ZHIS Ko/ 6 | 10
7 TVBMEATERP o T2D 5 2
FRCHZ TV 11

® one-time password by SMS ® one-time password by app ® Biometric authentication
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One-time password by app

TIYRES

One-time password by SMS
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