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#£1 Dornax%Ei

. Sex Male | Female | total

marriage

Single 2 1 2

Marital 0 2 2

Divorced 1 0 1

total 3 2 5

#2 YISV F—&D

id | age | height | marriage sex income
0| 43 170 Single Female | > 50K
1 29 161 Marital Female | <50K
2| 25 179 Single Male < 50K
3| 42 174 Divorced Male > 50K
4 | 65 153 Marital Female | > 50K

2.3 Confidence Interval Overlap [4]
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id | age | height | marriage sex income
0| 40 175 Single Male < 50K
1| 35 155 Single Male > 50K
2|25 171 Marital | Female | < 50K
31 42 165 Divorced | Female | > 50K
4 | 52 145 Marital | Female | < 50K
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2.4 Targeted Correct Attribution Probability [5]

Taub 512 & o TH X X 117 Targeted Correct Attribution
Probability(TCAP) &, & T — X2 N L7 Z2mT —
ZDENENTZ TR T 20DV 27 % FHii$ 2 720 D61
TH5. TCAP DEHIZBWT, MMEZAERT—21c7 7€
ATEBLREL, BNEHE N 25155, 1 D% target &
B, D% target ZR 2 THIT 270D key 35, 4V
CFINT=REERT —RITBIT B key R & target T %
FRNENK,, T, K, T, £ §%. 2D %, TCAP ®#:lBE 357~
DIZ, BT —XDZEL A=K jIZOWT, La—FR jaido
K, OfiGHEERILLa— KD 55, target ZHD L a—F j
KT 2H00HEERHEMT 5. 24Uk, Within Equivalece
Class Attribution Probability (WEAP) & FEEA,

WEAP, ; = Pr(T,IK, )
PriT =T,;,K = K, ;]
T Pk =K,
={(Ksi, Ts)) | Ty = Ty, K = Ky j, i € [n]}]

LEHFRINSG.

WEAP D%z MfEY LT, TCAP 2B 531 a—FEED
%. AfZE Tl WEAP Ofi% | 2 L. DD, WEAP,; =1
THBEIRERLIT—F jITOWT TCAP Dz H T 5.
MIETZAY I FILF—XDLa— K jiZoWT, TCAP %.
TCAP,; = Pr(T K, )0

_ 2mlTei =T, Koy = Ky ]
- YKo = Ky )]
PriT =T,;, K = K]
PriK = K, ]

35,

WEAP,; = 1 IZ05 324 Y Y F L a— FHAFEELRWY
e, SRHI 0 2725729 TCAP IZEFR S LW, TCAP X 1
WEWIEEBIRY R 725K, 0 ISGEWIZEBIRY 2 71X KW.

R2DF—REy bEHAVWTRIDEIRERT—&X Y
F SN T 5. K, = {marriage,sex},T, = {income}
YLELE, ART—RICBWT key ZHOMERI id =
0,1 2% (Single, Male), id = 3 75 (Divorced, Female), id = 2,4
B (Marital, Female) 72D, 3 XX —V1FHET 5. T T,
id = 0,1 IZ2WVWTIX target ZHDEB ZNZNEL D7D
WEAP,(, = 0.5 CH 3. id = 2,3,4 IZDWTIE target ZH D
M—RICEEZ->TW\WE/D, WEAP=1t7%. WEAP=1¢%
2BHLA—=FDkey BRI —HT AL aA—-FEFUIF LT —
X DER2) POHIREMTL, id=1,4DE%4T5. 2055,
target ZHAH—HT 21 a— Fidid=1TH2DT, TCAP O
fE1X 05 723,

2.5 Confidence Score based Model Inversion Attack
[7]1

Mehnaz & 12 & - THR L X 117z Confidence Score based
Model Inversion Attack(CSMIA) 1%, 8 EADTEET LOH
JHED &8 T - 2 DEUHREIT O 7VI VXL THS. K
B, BHNETVANZITS 2B TE, DGR &Y
SADFIRHERICT 72 ATESZbDL T 5. NHETNDY¥
BN T—R% x1,%, ..., X,y £ 5. 72771, x 1&#tHH
ZH, yRHNER (Z5A5L)THD. 2D &, WY
X x,...,x0,y KEATAEHREELTEBD, D274 7
B X WS OWTHERZIT S .

CSMIA Ti&, 7 M LIELWEBHETATI 21772 - 72
LEW, FEDRWD, XD EWHEFE TIE LW TIHIRERZERS &
WOEZICHOE, BT 5. £9, WEH Iy T«
TEMEICOWTHEEREEZETHELEEATTHO T — 2% 1/F
ML, EF WU LTANEZETTS. HlZRIE, x 25 Marital
THdrE, FZHN5{HIE Married ¥ Single ® 2 DTH
D, WEEIEWEE T TSR LT, (Married, x,, . .., X)) &
(Single, x5, . .., x2) ZATIU, BT Smarviea & Dsingte 21945, &
LT, UTFD 3 7 —2122o0WT, k> ¥ 74 TRMUMEE R
3 5.

D) Irarriea =Y 722 Isingte # ¥, DU LIE, Imarriea £y B2
Psingte =y DL E, yIKOWTIELWHNZE LEAN%R
HERIE L 3 5. BIZIE, Smariea =Y 222 Jsingte £y THD
HE £ = Married %3R3



(2) IMarried =Y 2> Jsingte =y DE &

y DFBHERNE NG 2R 3 5.
(3) )A)Married * y »D j}Single * y DE %

y DFBHERIMERN T 2 HEREE 3 5.

3 RBRAE

31 EERE®

SDV 54 75 UV TIRMHEINZ 3 200ER T LTV X LDE
R BIRY 22 % LA 2 7201, HE 4 2R FHiEiE %
WTEBRETS.

32 ERT—%

AWFFE T, Adult 77— &t v b [12] Z Wz, R 412 Adult
F—Xty FOWMEERT.

#£4 Adult 7—&t v b OME

EBH F=REAT | ATIAVE =t
age A - HElip
workclass HI 7 Wk 7 2
fnlwgt Bt - HA (Final Weight D)
education HI 16 HHL A~V
marital.status H 7 AHE D IKAE
occupation B 14 T
relationship H 6 KRR
race AW 5 N
sex 9 2 TR
capital.gain LT FEPER R
capital.loss Ui HPEIRK
hours.per.week Bt - 8 O 55 R s
native.country H 41 £
income H 2 XA (< 50K, > 50K)

33 BRI
331 9

T—=Xty OB IHESERD, AVIFLT—
REEMT—X e DETED T I VHEDHIERDMZEZ R
O L, BEERICE LTI, BikE 16 EicaE LT
FHE L. HEOEHIZIX Mean Abusolute Error(MAE) % H
Wwa.

3.3.2 ARSIV

F—&Rty FNOEKZEEOMICOWTHBEMEZEEL, +
VIFILT—REBRT—X L DT MAE 2K 7-. B,
TRty FNIEENERE BENEBDREL T3 7D,
HEE2EEDF— ZERITIE T THBIEZZER L TWw 3.
ENARENCHBRE, AR ENAERICHEB, BNE
BN 7 Z XL DEEREUE vz,

333 CIO

FVIF VN F—RGRT— X OFLE % CIO % FAWVWTEF
fiss voR74 vy Z7EREMFEAL, SERRBICNT 2
CIO DEAFFIEEZHEH T 5. SIHZHEICIE age, workclass,
education, hours.per.week, race Z{#H L, HINZHIZ income
&35,

34 U RUFH
341 TCAP

BERT VLTV XL TERLTZERT — XIZ2WT TCAP
OEEEHL, BRY R 7 25T 5.

£S5 ITHKAMT — X T TCAP EEH D7DV EER %
R key ZBOBE 3~ 52 L, key B Y target ZH DS
AT 96 @ D I2oWT TCAPEZEH L 7-.

x5 HHERE 7TV OB

R ‘ workclass ‘ relationship ‘ race ‘ marital.status ‘ sex ‘ income
prave] 1 | 6 | 5] 7 2] 2
3.5 CSMIA

AV IFNT =R TEE L EBWEEET Ve, AU F
TR 2HWTHERLZERT — X TEE L BMEE €T
XL, CSMIA Z2FEATL, HIMFEET L ORE L KEBD
FEOMFRZRES 5.

B R DT T NI, income D 2 HFEEEITS =2 —F )L
% v F7—2 (NN) B+ —F >V =254 75V PyTorch[13]
THRELL NN 3 EoOLEEFE TR S, B
BE¥ICIX ReLU BA%L, 1B OTEME(LEIRICIE sigmoid BE¥ %
iz, k713 ) X A0k Adam 28 L, 521X 0.005
YLTW3. ¥/, HEENROLE % marital.status & L, 7D
D% 7 3 VEDN, Married-civ-spouse, Married-spouse-absent,
Married-AF-spouse % Married, Divorced, Never-married, Sep-
arated, Widowed % Single £ LT 2 T 2 fHEH L LT-.

4 RERER
4.1 FBFRAMETHE

41.1 SEES*H

3K BEIED A 7 3V EHBIREER O TR (MAE)
ZRY. TZT, CTGAN OfETY —FLTW3.

0.06 1 = CTGAN
. TVAE

I CopulaGAN

0.05 1

0.04 1

sex

workclass
education

capital.gain
capital.loss
occupation
relationship

native.country
hours.per.week
marital.status

i

3 3fhRR



4.1.2 +HBIEEHE
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£TCEERT -2 THEH L ZHRERHO LR FROME
ZRT. R TICBWY 3 Overlap 1&, 1 2D H» H5HEH L7
IRREIC BT 5 CIO DIETH 5. £ 6 ICHEERT—X 4V
JFNNT =R DRITEHE L7z CIO DR %ERT. 28, CIO
PAHET-DIEHA L0 2T 1 v Z7HIED Fl-score %
AR LTWS.

&6 CIO HOHEAW &

a1 | R | e | Rokis | P | e

FVTFN | 0.66 - - - - -
CTGAN 0.64 | 0.00 0.62 0.92 0.56 0.31
TVAE 0.65 0.00 0.00 0.91 0.16 0.27

CopulaGAN | 0.69 | 0.00 0.41 0.88 0.40 0.36
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x7

B AT BT 2 ERFEED CI0

orig_lower | orig.upper | CTGAN lower | CTGAN_upper | TVAE lower | TVAE.upper | CopulaGAN lower | CopulaGAN.upper | CTGAN.Overlap | TVAE Overlap | CopulaGAN Overlap
Intercept 5.856 6.809 4.696 5.607 2.495 3.730 4.166 4.929 0.000 0.000 0.000
workelass(T. Local-gov) 0447 0777 0339 0751 2387 3.501 0998 1337 0829 0.000 0.000
workelass(T:Private) 0380 0655 0293 0594 2077 3172 0.848 1116 0747 0.000 0.000
workelass(T.Self-emp-inc) -0.305 0.061 ~0.348 0.087 0382 1593 0221 0.589 0921 0.000 0.000
workelass(T.Self-emp-not-inc) | 0.713 1039 0454 0.796 2614 3.725 0940 1244 0249 0.000 0316
workelass(T.State-gov) 0.607 0978 0.546 0935 2532 3.751 1395 1743 0.864 0.000 0.000
workelass(T.Without-pay) -0.320 3.938 2171 3.996 ~155720.310 | 155765.088 0527 2255 0.692 0.500 0.703
education(T.11th) ~0.556 0.175 0320 1390 1.485 2.570 0.146 0815 0.000 0.000 0.042
education(T.12th) —1.026 —0.130 —0.764 0.361 —2.448 0.746 —0.665 0.036 0.636 0.640 0.680
education(T.1st-4th) -0.010 1.714 -0.471 0.606 0.158 1.585 0.098 1.156 0.465 0914 0.807
education(T.5th-6th) -0.173 0932 ~0.695 0368 0382 1.109 0055 0.984 0499 0627 0.869
education(T.7th-8th) ~0.040 0.790 ~0.340 0442 1005 1647 -0.020 0491 0598 0.000 0.807
education(T.9th) -0.123 0843 0.047 1011 0.802 2293 ~0.031 0.540 0825 0035 0.796
education(T.Assoc-acdm) ~2107 | -1506 -1.653 ~0.964 - - -1.755 -1.272 0228 - 0.464
education(T.Assoc-voc) 2028 | 1441 -2.254 -1.573 ~62471.400 | 62515005 ~1.783 ~1.368 0721 0.500 0.704
education(T.Bachelors) 2713 | 2165 ~2.680 —2.048 ~0.982 ~0.628 2231 ~1.840 0877 0.000 0.145
education(T.Doctorate) 3777 | 3076 3451 ~2.673 ~2.096 ~1.618 -3.562 ~3.068 0509 0.000 0.839
education(T.HS-grad) -1.369 —0.823 -1.321 —0.688 0.259 0.615 -0.767 -0.374 0.849 0.000 0.000
education(T.Masters) -3.069 | -2500 -3229 -2.565 ~1.998 ~1.567 ~2.240 -1.812 0823 0.000 0.000
education(T Preschool) -0.531 3.497 -0.907 3115 -24382.939 | 24426347 -0.920 0.842 0906 0.500 0.560
education(T.Prof-school) -3886 | -3226 ~4.189 —3.464 ~2.541 -1.959 -3.808 -3.303 0611 0.000 0.883
education(T.Some-college) | -1.756 | -1.206 -1.321 ~0.665 0.082 0442 ~1.108 -0.716 0.192 0.000 0.000
race(T. Asian-Pac-Islander) ~0.791 ~0.045 ~0.717 ~0.150 - - ~1158 ~0.564 0.880 - 0343
race(T.Black) -0.277 0434 ~0.012 0554 0359 0754 ~0.139 0.469 0.707 0.149 0874
race(T.Other) ~0.647 0390 0.000 0767 0.158 2.539 ~0.202 0520 0.443 0.160 0.696
race(T.White) ~0.896 | 0215 ~1.103 ~0.572 ~0.296 ~0.018 -1.235 ~0.670 0543 0206 0.365
age —0.049 —0.044 —0.020 -0.015 —0.041 —0.036 —0.027 —0.022 0.000 0.000 0.000
hours_per_weck ~0.043 | -0038 -0.036 ~0.031 ~0.066 ~0.059 ~0.041 ~0.036 0.000 0.000 0.581

BEWT —RITBIF 5 TCAP HOEARM G &

B key ZH O | AR | BME | BoKME | P | RS
3 60 0.000 1.000 0.602 0.363
CTGAN 4 30 0.301 | 0.977 | 0.762 0.152
5 6 0.694 | 0.939 | 0.798 0.108
3 60 0.340 | 0.995 | 0.810 0.149
TVAE 4 30 0.682 | 0.970 | 0.855 0.089
5 6 0.800 0.958 0.890 0.071
3 60 0.000 | 1.000 | 0.666 0.350
CopulaGAN 4 30 0.462 | 0.970 | 0.779 0.136
5 6 0.622 | 0.926 | 0.786 0.118
®9 NN 2 HREKOMANEE
¥ 57— & | y(income) | Precision | Recall | f1-Score | Accuracy
. < 50K 0.875 0.928 0.900
FUTF 0.846
>50K 0.731 0.597 0.657
< 50K 0.851 0.932 0.890
CTGAN 0.826
>50K 0.711 0.506 0.591
< 50K 0.848 0915 0.880
TVAE 0.813
>50K 0.662 0.502 0.571
< 50K 0.875 0.895 0.885
CopulaGAN 0.825
>50K 0.658 0.612 0.634
# 10 CSMIA 2 & 3 JBHEHEEREE
AR sensitive Attribute | Precision | Recall | f1-Score | Accuracy
Married 0.684 0.420 0.520
Original . 0.628
Single 0.605 0.821 0.628
Married 0.374 0.553 0.446
CTGAN 0.340
Single 0.259 0.144 0.185
Married 0.645 0.458 0.536
TVAE . 0.619
Single 0.605 0.768 0.677
Married 0.694 0.410 0.515
CopulaGAN i 0.630
Single 0.605 0.833 0.701

FHZEEBEBICANTIMET 2 Z e NEETH .

443 TCAP

CTGAN ¥ CopulaGAN Tldi/ME, &KE, THEZEREX
Ronkuwd, FEETIE, key BEOEN 3,4 DD X2
1%, CopulaGAN O TCAP {55 CTGAN X b 3 &<, key 25
DM 50127 % £, CTGAN OfEH CopulaGAN D% L[]
5. %72, 3 8 O TVAE DIfTOKRKFIZRT X 51, TVAE T
FFEEE e B/MEIZBWT, i 2 DOEMERIIN LT, &
WEZR L7z, TVAE IZB1J % TCAP OfR/ME%R 5 2 7228
DX, key ZED race, marital.status, sex, income JZTF,
relationship, race, marital.status, sex, income T, target 224
FWNnd workclass TH 5. FHEMICHA % &, TVAE 2’ d
V27 DEL, key BEOEBMBD 1 0FFIZIE CopulaGAN @ Y
A DWEL B EEZLND.

444 CSMIA

NN OFE TlX, CTGAN PIERIZEWTH DAL
EERTEWKE %7K L, CTGAN ¥ CopulaGAN O — 51
KBOWTHIYFIUTF—XTEHLENN XD HEVERE
o7,

L2 L, CSMIA DREEEIZHBWTIE, CTGAN TH L < #H
FEMERLTED, CopulaGAN TIEA VI FLED dED
IEfRRTHERMITRZI L TV 3.

5 fhiR

AEFFETIX, SDV 54 75 VU TiRtEh 3 3 20RER
F—REWT NI XL TH% CTGAN, TVAE, CopulaGAN
WZOWT, F—ROHPHE D, CI0 ® TCAP ¥\ o 7z
ST W TER T — X2 OERM L V X 7 2 E &I
L7z, &7, PEBEAEMETETNOAM N ¥ 57—
ZDBUEHERZEITS CSMIA ZHW, AT — & TH¥E L7#%
WEEETFNMZBWT, EhETBEHGRY R 78D 200%



FEUZ X DAL L.

ZOFER, M TIZ, CTGAN 234 73V HAZHM D
HABERERICE L TH D, CopulaGAN TIXEEZE R D HHEER
FBIELTWRZ e Dotz £/, CIO ZHWZFHET
i3, TVAE BV TE L EWEEZRL, FVPFALF—&

DFLEIRNZ 22355 h o 7z, TCAP IZBWTIX, key &
¥ 3,4 oD &, CTGAN TEL, key ZHH 5 oD &
CopulaGAN TEWE Y 725 /2. X 512, TVAE Tidftho —o
DA AT, TCAP OFHHED key ZEOBUCEDL ST
0.8 L EDEERL, VARAZHENZ 25> 2. CSMIA %
FW723HliTlE, CTGAN IZBWTEMHEE V R 7 25 KB
BTE3 I BEBINRLE.

Lo L, CIO DFHEIZBWT, —HDTF—XIZBIT 3 EHKX
HDIE HIC K E L 2o TLE 2 =25E1C, CIO EAE S H
TLESRY, GRMEOEEY LTOBRELH L L EZ BN,
SHOMIEREL Lz,
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