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Mitigation and Evaluation the Risk of Feature Inference Attack from
AT Model Explainability, Shapley Values
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Abstract: Fxplainability has gained attention to ensure fairness and transparency in machine learning mod-
els, providing users with a sense of understanding. Most services for machine learning models are offered in a
style of Machine Learning as a Service (MLaaS) platforms, which provide several methods to explain model
outputs. Particularly, the explanation on the Shapley values is widely available on major MLaaS platforms
such as Amazon Web Services, Google Cloud Platform, and Microsoft Azure. Luo et al. (2022) demonstrated
that Shapley value-based explanations provided from MLaaS could lead to inference of private inputs to the
model, posing privacy risks of private information leakage from models. Nevertheless, it remains unclear
how the attribute inference risk from Shapley values depends on the data and the estimation algorithms.
Hence, this study investigates how the attribute inference risk varies with the strength of correlations between
attributes and the algorithms adopted by attackers varies and consider possible mitigation to this threat.
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3: for each epoch do

for each batch do

AN

5 loss <+ 0
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10: end for
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12: end for
13: end for

14: @ « 9(s;0y)
15: return @
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2: Xrana <m0 nO00000000000O
3: Srand <~ ¢(Xrand; f)

4: fori=1,2,...,n do

5. D+ 0

6: for j=1,2,...,m do

7 dist < |s; — (smnd)ﬂ

8: & (Trana)!

9: D «+ DU (dist, &)

10: end for

11: Sort D on dist in an ascending order
122 C+0

13: for j=1,2,...,mdo

14: (dist, &) « D;

15: if |C| < m¢ or dist < £ then
16: C+ Ccu{z}

17: end if

18: end for

19: if maxC — minC > 7 then
20: Ty L
21: else
22: & %‘ >cC
23: end if
24: &<+ xU{z;}
25: end for

26: return &
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