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e IMNITE, FHEM, TEMHMR], T HEA, “7OFA2FABL-HTTP
VO ITRMENICED 74w T4 MRHEY X T LDIRE", 1B
HRAIBF S5 055 Vol.48 No.10, pp3365-3374, 2007.
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Domain: rebrand.ly

‘ Creation date: Q
2014-09-12

BFHEN T Whoist—~/x
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URL —
Eg. https://rebrand.ly/c8ffod fEbE MR~

SSL risk Random Keyword TLD count | Splited Whitelist Domain Similarity | HTTP
risk risk length risk duration risk status
0 2 2 1 2 0 0 2
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« SSLYRXZ
« IVRELYURY
e ¥—T)—FURY
- TLDA V> k
« Splited length
e F7A4APFPIRMYRY

« Domain duration (255/155/05)
e Similarity risk (10&/05)

« HTTP status (10&/0&)
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« Netcraft (1200f@< D)

__ EEAR @S

JPCERT 141 11.8
Phishtank 676 56.3
=R
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« JPCERT, Phishtank, KaggleT —%t v k
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JPCERT | Phishtank
Precision 0.79 0.62
Recall 0.83 0.35
F score 0.81 0.45
Accuracy 0.81 0.57
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#4.2 SSL VYR

# 3.1 SSL risk Ol positive %

URL JeSRiESy | SSL risk JPCERT 2442 | 12.9
http://Iphvnlopuh.duckdns. htt 1

p://lphvnlopuh.duckdns.org/ P Phishtank | 1551 | 8.2
https: //lphvnlopuh.duckdns.org/ https 0

Kaggle 0 0
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Randomrisk = { 1

if min(PURL) < 0.015,

if 0.015 < min(PURL) < 0.025,

if IIliIl(PURL) > 0.025.

% 3.2 Random risk O
URL #Hififz/]ME | Random risk
https: //wzjdayup.xyz 0.0049 2
https: //wwwepns.tanhehe.com/jp.php 0.0235 1
https://www.twitter.com 0.0260 0
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#£33 ¥F—V—FURL+O—&

Description | Keyword
IRRAH—F | eposcard
R rakuten
nrA v login

2 if max(Qurr) > 85,

Keywordrisk = {1

if 70 < max(Qurr) < 85,

0 if max(QURL) < 70.

# 3.4 Keyword risk Ofl

URL FHifif A fE | Keyword risk
https://www-cr-mufg-jp.kia8k.com/mufgcard /newsplus/ 100.0 2
https://www.tmall.com 72.0 1
https://qwepo.xyz/ 67.5 0
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B 2 £, "https://info-e-
orico.nftsgiant.com/" @ kK X A
lZinfo, e, orico, nftsgiant, com|(Z
SE)E N, Splited lengthl5TH %
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# 3.5 Whitelist risk Ofl

# 4.3 Whitelist Y X~

URL

kXA >

Whitelist risk

http://lphvnlopuh.duckdns.org/

Iphvnlopuh.duckdns.org

1

https://www.twitter.com/

twitter.com

0

positive %
JPCERT 18564 | 97.7
Phishtank 14790 | 77.8
Kaggle 18256 | 96.1




