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VR user identification based on DTW distance of head and arms motion data

Abstract: In recent years, the adoption rate of virtual reality (VR) technology has been on the rise, and the metaverse
is attracting attention as a next-generation form of internet usage. VR offers a variety of applications and content, such
as education, gaming, and tourism, where users can remain anonymous and behave as fictional characters. However,
there is a possibility that individuals in the real world can be identified from motion data that records VR users’ head-
and-hands movements in detail, represented in time-series data. Nair and Lieber demonstrated that publicly available
replay data from the VR rthythm game “Beat Saber” can identify individuals with over 90% accuracy. Nevertheless,
the features that had the greatest impact on identification accuracy were static attributes such as height and arm length.
Therefore, in this study, we attempt to identify individuals in VR domain based on dynamic features such as users’
distinctive ways of moving their arms by employing the DTW (Dynamic Time Warping) distance derived from motion
data recorded during VR experiences.
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F8 N =8 DGEDHIIFER (DTW)

FALF—&
==V F—% | Ey¥ary2 +kvyyary3 Eky¥aryd +Lyrarys Eky¥arve +kvyraryil Lkyrarvs
tyvavi 0.69 (0.16) 0.74 (0.34) 0.70 (0.33) 0.62 (0.22) 0.70 (0.19) 0.72 (0.22) 0.66 (0.37)
tyyari-2 0.86 (0.15) 0.85 (0.15) 0.58 (0.31) 0.74 (0.18) 0.78 (0.18) 0.74 (0.30)
tyyari-3 0.91 (0.09) 0.76 (0.17) 0.77 (0.21) 0.83 (0.19) 0.80 (0.16)
tyvarl-4 0.80 (0.16) 0.85 (0.13) 0.83 (0.19) 0.80 (0.16)
tyyarl-s 0.89 (0.11) 0.86 (0.19) 0.85 (0.15)
tysari-6 0.92 (0.12) 0.85 (0.15)
tyvaril-7 0.85 (0.15)
K9 N=8 DLED#AIER (5> X474+ L X H)4]
FRAPF—&
FET—& tyyary2 Ekvy¥aryd Ekvy¥arvd Eky¥ars Ekvyrarve Ekvraryl Ekviars
tyvavl 0.71 (0.33) 0.65 (0.41) 0.55 (0.41) 0.42 (0.37) 0.48 (0.41) 0.34 (0.44) 0.27 (0.39)
tyyarl-2 0.96 (0.08) 0.70 (0.34) 0.57 (0.39) 0.73 (0.34) 0.57 (0.40) 0.34 (0.40)
tyrari-3 0.78 (0.33) 0.62 (0.39) 0.82 (0.34) 0.57 (0.38) 0.49 (0.44)
tyvaril-4 0.74 (0.33) 0.91(0.19) 0.59 (0.42) 0.57 (0.48)
tyyari-s 0.83 (0.35) 0.55 (0.42) 0.61 (0.51)
tyyari-6 1.00 (0.00) 0.75 (0.46)
tyyari-7 0.71 (0.44)
10 N =15 DBEOHBAIFEE (DTW) ek R e IR LT, 2 < OFHlifERIC B W T EE 2 hE
o ‘ TARTX ERLI
7YYo RTOA | yyava wyvay3 RUYEAYA L auoapmeny LT, MBREROEAR | BIEBED DY
tyvavil 0.59 (0.26) 0.58 (0.33) 0.62 (0.34) o | - I
tyyayl2 0.77 (0.21) 0.74 (0.32) b ARORIBIC & R OMGL, & 575 2 WAITERE D1
+tvari3 0.80 (0.27) J:@ 72 ®dD DTW & %W?E @%ﬂ&é‘b%@*ﬁ%ﬁiﬁ%\%f

F11 N=15 DHEEOHIER (VX L7 4 LR M)[4]

TAMNTF—X&
¥RT—x tyvyar2 +kyari +kyiar4
tyavi 0.71 (0.42) 0.63 (0.42) 0.48 (0.34)
tyavi2 0.81 (0.26) 0.48 (0.36)
tyaril3 0.62 (0.36)
£ 12 Fr LEoDTW g
F2 b
Fy
7Y 7L —h
F3 64.69
F4 57.34
Fs 58.46
Fs 58.62
Ls 39.10
Ly 4423
Ls 44.18
Lo 40.62
5. 8HOHIC

AR TIE, VRERICBII 2 2—% D HMD & lF 2
¥ ha—5 0 3 RITEEORERY T — & 28, DTW FERf
ZRAHWTHEANZH#NT 2 FEZRRE L. EBTE, 124
DVUAT DIEE DR T — X £ 15 %4 D Beat Saber D 7
L A4 DIERIIF— X2 DTW ZHWREFEEZHEAL,
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72, VREBTODE— 3 Y F—RICX3#EHAN%ERG1E
TR, AR =3y PRIZTy B —-FTEHE— 3
VTR OEEE EDFFERHET 2D TR, FHEMIRE)
ZOBEHMEREL, TTOBEICH > 2 KED2REE DB
WS008 EMELEZS. — P 7L—6L—+ETF
Fa32wol, IbHOWNEDTFT—XIT 52T, BIfF
DOENER KBTS Z e TES. £z, E—Va
VTR AR EMNNT BT, MalEEFHHEEL L
T B I X BN T AR bEZ SN 5.
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