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Empirical Evaluation of Record Reconstruction Risk from
DPGD-Explain Model Explanations with Differential Privacy

RyoTArRO Tomal®  Hiroakr Kikucai!P)

Abstract: Explainability has gained attention to ensure fairness and transparency in machine learning mod-
els, providing users with a sense of understanding. Most services for machine learning models are offered
in a style of Machine Learning as a Service (MLaaS) platforms, which provide several methods to explain
model outputs. Patel et al. (2022) proposed DPGD-Explain, model explanations with differential privacy.
Nevertheless, it remains unclear how model explanations with guarantee of differential privacy is vulnerable
against the record reconstruction attack that trains the behavior between input data and the model explana-
tions. In this study, we investigate the record reconstruction risk of DPGD-Explain in terms of the privacy
budget and the quality.
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