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What is LDP?

Local Differential Privacy

Randomization

Estimation

* Face images were taken from https://thispersondoesnotexist.com/
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Pro vs Cons

One/two-dimensional probability distributions can be
Vefficiently estimated through the Lasso regression-based
algorithm.

The k-dimensional distribution estimations in LoPub still
suffer from the low data utility when k is large.
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VAE-Applications
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VAE Training-Dataset
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VAE Tralning

X’'; (Perturbed)

1000]€Q4]|
A
1 1 1
mq __
1 0 0
1 1 1
1 0 0

o
w
()
O
)
w
()

X; (Original)
1009|Q1|
1 0
my
0 1
1 0
0 1




Latent Space’s Attributes

Attributes

’ Attribute 1 Attribute d \

Latent Space Examples



Evaluation

Euclidean Distance (ED)
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LoPub vs Proposal

[Qq[X|Q] —

my m, my m,
| ‘ ] ‘ |
o|1fo0f1]1 1|1 0
ol1f1l1]0 0o | 1 1
ol1 101 NS 5
1 1 0
1/0]0]1(1
1 0 1
1/0]|1]1]0
1(0fl1(0]1 =
Candidate Bit Matrix
l Y1 y2
o 8
—— 1
Y1 Y2

User

® Encode
dl Perturb

Proposal

I Element 1 0 m m :
-— . ‘ "\‘1 )
e | i '
I Element 2 1 01 0 |
I p— ] : . ~ : >
I Element A 0 s 0|1 é - I
X X - = I
I S 1 0 S ; I
1 =3— Element B 1 = A § = : 1
I g g : 0
I Element C 1 i ! :
: - | n]"z 7"‘712 I
: m;y mo ol1]1 o|1fo0 :
I : I 1 BERE NERE e 1
I N _ 0|11 1111 1
I 1 1 1 0 1 S 8 :
S |[1]1]o0 S |[1]1]1 1 :
I 0 1t 1 1 (o} 31T ] S 1 I LS, : I
I g il l g i ot |
1 N : : : : : = |1]1]0 = [1]0]oO ) I
1
! 1 = - o 1 1011 10111 I
i " 5 1 1 o I R N I |
I B 1/0]|1 0f1]1 1
L |

[
N



Datasets

Dataset Users Attributes
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IwRacel =35
NHANES 4189 |WEducation| =5
|wMarital| =6
we,,[ =4

|wWork,class| =9

|wEducation| =16
|wMaritalSta,tus| =7
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|wSea:| =2

|wCount'r‘y| = 42
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|wson| = 12
|wMarital| =3
|wEducation| =4
|wDefault| =2
Bank 45211 [wHousing| =2
IWLoan| =2
|wContact| =3
|wMonth,| =12
|wOutcome| =4
lwy [ =2
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Latent Space

Examples of Latent Spaces in 2D
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Reconstrucion Error
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Accuracy K-way

Adult Dataset

NHANES Dataset
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Bank cardinality

Accuracy vs Cardinality
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Conclusions

* VAE performs better in small dataset. (less than 5k)

e Cardinality and the distribution of the attribute impact the
performance.

* Future study variating quantities of users, distributions, and
cardinalities to quantify the performance of an LDP schemes.

* Try specific VAE for attributes with different cardinality:.



